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LEGAL NOTICES

This manual is delivered subject to the following conditions and restrictions:

* This document contains proprietary information belonging to Cellebrite Ltd. Such information is supplied solely for
the purpose of explicitly assisting authorized users of the Universal Forensic Extraction Device (UFED) System, and
its associated components.

* No part of the content of this document may be used for any other purpose, disclosed to any person, or firm,
reproduced by any means, electronic or mechanical, without the express prior written permission of Cellebrite Ltd.

* The text and graphics are for the purpose of illustration and reference only. The specifications and documented
procedures on which they are based are subject to change without notice.

* Information in this document is subject to change without notice. Corporate and individual names and data used in
examples herein are fictitious unless otherwise noted.

Copyright 2009 Cellebrite Ltd. All rights reserved.

CAUTION: To avoid damage to the UFED, it should be used only with the dedicated AC/DC adapter supplied with
this device.

CAUTION: To avoid damage to the UFED, USB, Ethernet and target and source connectors should be connected
only to CE approved devices (according to IEC/EN 60065 standard).

WARNING: To avoid possible harm, make sure that all external connections to other devices (excluding the power
adapter) are only indoor and SELV (safety extra low voltage, not exceeding 42.4 V peak or 60 VDQ).
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Chapter 1: Introduction

1.1 Overview
The UFED Physical Pro is comprised of two components:
= The UFED hardware with Physical Extraction module, used to create Physical and/or Logical dumps from
mobile devices, which can then be saved to a USB disk drive, SD memory card, or directly to your PC.

= The UFED Physical Analyzer (PA) PC application, which provides an in-depth physical memory analysis of the
extracted mobile phone data (phonebook contents, SMS messages, call logs, image files, video files, audio
files, and more) The Physical Analyzer also serves to generate comprehensive and verified evidence reports

of relevant data extracted and analyzed from the mobile device.
The UFED PA work flow consists of two steps:
= Physical memory extraction via UFED hardware

» Data analysis via PC Physical Analyzer

1.2 Physical Memory Extraction
The UFED's physical memory extraction function provides the most comprehensive access to mobile device
data, including deleted and hidden information, as well as access to phone passwords. Unlike the logical
extraction process, the physical extraction bypasses the phone’s operating system, acquiring the data directly

as an image, from the phone’s internal flash memory.
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The phone memory is captured into hex dump file (or files, depending on the memory structure of the specific
phone) which can later be analyzed and decoded using the UFED Physical Analyzer (PA) application.

Data Analysis

The UFED Physical Analyzer software allows the investigator to perform in-depth analysis of the extracted data
and generate reports.

The UFED PA application provides the following key features:

= Analysis of the hex dump with a layered view of memory content
* Provides a detailed view of the hex dump
* Reconstructs the phone file system
* Decodes contact lists, SMS messages, call logs, phone information (IMSI, ICCID, user codes) and more
* Provides a view of data files — images, videos, etc.
* Provides access to both current and deleted data
* Retrieves phone passwords

= Simple viewing and user friendly browsing of information

= Powerful search tools
* Instantly search for project content

* Search the hex dump or file system



* Search by various parameters such as strings, bytes, numbers, dates

* Use GREP search (regular expressions) to look for specific data strings

* Bookmarking memory locations for indexing of key areas for later review
= Ability to use Python shell commands for data analysis
= Plug-ins

* Manage installed plug-ins

* Write your own plug-ins using Python scripting language

* Get additional plug-ins from the community website

= Generation of customized reports



Chapter 2: Installation and Activation

2.1 Introduction

This chapter describes the activation process of the UFED Physical Extraction module on the UFED hardware
itself, as well as the installation and activation process of the UFED Physical Analyzer (PA) software on your PC.

2.2 Activating the UFED Physical Extraction Module

Important: This section applies to users upgrading their current UFED to the Physical Module. It is not
required for new UFED Physical Pro systems with the Physical Module already enabled.
The UFED has two types of licenses:
= |ogical license - Standard license for logical data extraction functionality.
= Physical license - Advanced license enabling physical extraction and analysis.
To enable physical data extraction and analysis capabilities, the UFED Physical license must be activated.

NOTE: Activation of the UFED Physical Extraction Module must be performed on the UFED hardware prior to
installing the UFED Physical Analyzer software on your PC.



The installation of the UFED firmware on the UFED device is a two-step process and involves:
= Upgrading the UFED software to a version that supports physical extraction.
= Activation of the UFED Physical Extraction Module.

2.2.1 Renewing the UFED Physical Extraction Module License
To activate the UFED Physical Extraction Module, perform the following steps:

1. Power on the UFED.

2. Locate the UFED device serial number and ID information by selecting Services > Software Versions from
the main menu. Make a note of the 7 digit serial number marked "S/N" and ID information.

soTtware Versions

"ML R 1685 A6 2:ad
ELontinue

Figure 1: The UFED Software Versions screen



On a PC with a web access, launch your web browser and go to my.cellebrite.com. You will be asked to
enter your user name and password to login into your MyCellebrite web page.

{= MyCellebrite - Windows Internet Explorer

@:ﬁ' ‘B https://my cellebrite.com/

ST () ) (%) [ e semn
File Edit view Favorites Tools Help

G0

¢ Favorites | g [l Sunnested Stes @] Free Hotmall @] web Sice Gallery ~

ﬂ MyCellebrite B - B ) de - Page~ Safety~ Toos~ @+
mycellebrite

Cellebrite product activation

My Devices (Currently Empty)

My Account (Logged In As someone@somewhere.net)

Download Software Updates and Utilities (Currently Empty) L2
‘We would appreciate your feedback.
Register My Device =

Go to the information icons to the right for assistance.
Serial: (i}
Device ID: (i}

(o acaoeuce ] (L ]

L] Done.
—

€ Internet

G - Rooe - )

Figure 2: The Cellebrite UFED Activation screen



In the Add a Device to My Devices section, enter the Serial number and Device ID of your UFED, which
were obtained from the Software Versions screen, then click Add Device.

Register My Device

Go to the information icons to the right for assistance.

Seral: 7777777 (1]
Device ID: %41c | ©
Erarwrr——

==

Figure 3: Adding a new device

The device will be added to the My Devices list. Click the checkbox beside this device, and then click on
the Renew License button.

[7] Serial~  Logical Expiration (Status)  Physical Expiration (Status)
V] 7rreer s i

Figure 4: My Devices list.



On the Renewal Process page, fill in the required fields, including email address, then click the Send
Inquiry button. A quote for the required license will be sent to you via the specified email address.

License Information

[C] Serisl ~ Functionslty Expiration Date Wonths New Expiration Date  Price
0| revreer Logical 12 1071172010 Guate will be sert via email
TEITTIT Phiysical 12 107172010 Guinte will be sent via email

Batch set months for all devices:

My Information

First Mame™; Email*:
Last Marne ™ werify Emal™:
*‘
Company / Crganization™: Note: Many gowemment arganizations blodk system generated emails. It is

recommended to add at least one other altemate of personal email address,

0,
Contact Murmber™: The activation key will be &mailed to all recipients.

Fax: [& Additional Recipients {You may add up to 5)
Counitry™: USA, B
:l Recipient 1:
Address*:
Recipient 2;
Recipient 3:
City™:
L Recipient 4:
-
B 9 Recipient 5:
ZIP Code™:

Figure 5: The Renewal Process screen

After the license purchasing process is concluded, you will receive an email message containing the
activation key. To enter your key, power on your UFED System, select: Services > Upgrade > UFED License
> Activate License, and enter the key string.
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2.2.2 UFED Software Upgrade

Once activated, the UFED Physical Extraction module is ready for use. To verify that you have the latest version
of the device firmware, you should upgrade the software version.

To upgrade the software version, select Services > Upgrade > Upgrade Application Now. For further
instructions, please refer to the UFED User Manual (chapter 11).

NOTE: If the menu options of the UFED Physical Analyzer do not appear, contact Cellebrite support to verify
that your UFED and UFED Physical Analyzer licenses are registered correctly.

Installing the UFED Physical Analyzer Application

2.3.1 System Requirements

Windows compatible PC with a Pentium® IV or compatible processor running

PC at 1.6 GHz or higher

Microsoft® Windows® XP with SP1 or later

PRIl 2B Microsoft® Windows Vista™ or Windows 7

Memory 2 GBRAM

Space Requirements 500 MB of free disk space for installation

Additional Requirements Microsoft® .Net version 3.5 Service Pack 1




2.3.2 Software Installation
Insert the UFED Physical Analyzer CD into your computer’s optical drive and browse the contents.

2.3.2.1 Installing the UFED Physical Analyzer
1. Double click on the setup program to install the UFED Physical Analyzer application.

2. Select the setup language, then click OK to continue.

& Setup - UFED Physical Analyzer 2.0 EoX

UL EEIEL TS Welcome to the UFED Physical
Analyzer 2.0 Setup Wizard

This will install Cellebrite: UFED Physical Analyzer on your
computer.

Itis recommended that you close all other applications befare

continuing.
@ Click Next o continue, or Cancel to exit Setup.

cellebrite

Figure 6: The UFED Physical Analyzer setup wizard

3. Follow the installation setup wizard prompts.



4.

At the end of the installation process you will be prompted to install the HASP USB Kay drivers. If you
intend to activate the application using a hardware license key (dongle) provided by Cellebrite, check the
Install Hasp Dongle Drivers option, then click the Finish button.

i Setup - UFED Physical Analyzer El

U SHE LTS Completing the UFED Physical
Analyzer 2.0 Setup Wizard

Setup has finished installing UFED Physical Analyzer
2.0.2.7025 on your computer. The application may be
launched by selecting the installed icons.

Click Finish to exit Setup.
0 Install Hasp Dongle Drivers (you can uncheck this item if
you have already installed these drivers before)
\ Launch UFED Physical Analyzer

O Install Hasp Dongle Drivers (you can uncheck this item if
you have already installed these drivers before)

cellebrite

Figure 7: HASP Dongle Drivers installation option

When finished, if the Launch UFED Physical Analyzer option was checked at the end of the installation
process, the application will launch automatically. Otherwise, run the application by selecting Start >
Programs > Cellebrite Mobile Synchronization > UFED Physical Analyzer, or by double clicking the
UFED Physical Analyzer shortcut added to your desktop (if you selected to add it during the installation
process).

11



24 Activating the Physical Analyzer application

12

Activating the UFED Physical Analyzer can be done by:
= Using an activation code

= Using a hardware license key

To activate the application:
1. Launch the UFED Physical Analyzer application.

2. When launching for the first time, or when using a hardware
license key, a license window appears.

24.1 Using an Activation Code

A license is required to activate the UFED Physical Analyzer. The
UFED Physical Extraction module, which was previously activated,
can generate these licenses.

NOTE: The number of simultaneous activated copies of the
UFED Physical Analyzer application (one license per PC) is
restricted according to the purchased UFED Physical Extraction
module license.

* UFED Physical Analyzer License X

The praduct is not yet activated on this computer.
Ta activate it follow these steps:

1. Enter the: "Computer 10" in the UFED Unit [manually or using 8 USE drive]
Services » Uparade > PC License » Activate PC License » Manual Key Entiy.

The UFED Urit will generate a corresponding *Activation Code'
2. Copy the activation code to the computer (manually o using a USB drive).
Alternatively, you can plugdn a dangle, if you have one.

For assistance activating pour software, please contact Cellsbrite support.

J Dongle Status

Cannot find any plugged-in dongles. please connect one of your PA dongles.

Cornputer 10
‘GUAZ -IAGB-GF4X-2 IRF-HSMC-E3NT ‘ Savelicenselfie

Activation code:

| Load license file

Exit Application

Figure 8: The UFED Physical Analyzer
License window



24.1.1 Manual Activation Process

To manually enter the Activation Code:

1.
2.

4.
5.
6.

Note the Computer ID displayed in the UFED Physical Analyzer License window on your PC.

On the UFED unit, select Services > Upgrade > PC License > Activate PC License > Manual Key Entry
from the main menu.

He: T| rate PLLicense

lpgrade ﬂppIICdTIOH Hiow
Upgrade Image How
lpe grade Settings

Clone 5IM ID
Physical Dum
File System Oump

Extract Passwords UFED License trvate PL Licens ECOEFGH I IELM |
SEMVICES Counters FL LICEnse hemove FLLicense -3 OPORS TUNWRYZ

Help ) B123456783

Hetwork Settings Ok-5el | C-Del T F3-End

Using the directional keypad, enter the Computer ID that was displayed in the UFED Physical Analyzer
License window. Select F3 to confirm.

The UFED unit will display the PC Activation Code.
On the Physical Analyzer License window, enter the Activation Code as it is displayed on your UFED unit.

Click Activate.

Your UFED device and Physical Analyzer application are now both ready for use.

13



24.1.2 File Based Activation Process

Manual Key entry can be avoided by saving the key file to a USB drive. Doing so shortens the activation process
and can save a lot of time when installing multiple instances of the UFED Physical Analyzer.

On your PC:

1.

Connect a USB disk drive to your PC.

2. Click the Write to USB button next to the Computer ID field to generate a Computer ID file which will be
written to your USB disk drive.
3. On the Browse for Folder window, select the USB disk drive or target folder to which the Computer ID file
will be saved, and click OK.
NOTE: The Computer ID file can either be saved directly to a USB disk drive (if connected), or to any
location on your hard drive, in case you need to send it to a remote location for Activation Code
generation.
4. Save the Computer ID file to the root directory of the USB disk drive.
5. Safely disconnect the USB disk drive from the PC.
On your UFED unit:
1. Connect the USB disk drive containing the saved ID file to any of the USB ports on the UFED unit.
2. From the Main Menu on your UFED unit, select Services > Upgrade > PC License > Activate PC License >

14

Upload Key File to read the Computer ID from the USB disk drive.



6.

fain Menu
Clone SIM 10 Upgrade Application How
Physical Dum Uparade Image How Upload Fey File ]
File System Dump 3 UFEfadga Settings Insert USE Drive with the key
Extract Passwords UFED License file:
SEMVICES Counters
Help )
“Netwurk Settings "I i ECance! EContinge

The UFED unit will display the generated PC Activation Code. Choose Save to USB to save the Activation
Code file to the connected USB disk drive.

On the Physical Analyzer License window, click the Read from USB button next to the Activation Code
field.

On the Browse for Folder window, select the USB disk drive or target folder to which the Activation Code
file was saved, and click OK. The Activation Code will load into the field.

Click Activate.

Your UFED device and Physical Analyzer application are now both ready for use.

15
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242 Using a Hardware License Key
You can also use a HASP hardware license key (dongle), provided by Cellebrite as part of your UFED system, to
activate the locally installed copy of UFED Physical Analyzer.

NOTE: Using a hardware license key provides you with a “mobile license’, enabling you to take your license on
the road and use it to activate a copy of the UFED Physical Analyzer application wherever you are.
To activate the UFED Physical Analyzer application using a hardware license key:
1. Connect the hardware license key to a USB port on your computer.
NOTE: The HASP dongle drivers must be installed in order to use a hardware license key. If the drivers
were not installed during the software installation process, you can run the installation process again (see

“Installing the UFED Physical Analyzer”on page 10) and select the Install Hasp Dongle Drivers option at
the end of the process.

2. After the key was recognized by the operating system, the application will be able to read the license and
allow you to continue.

Your UFED Physical Analyzer application is now ready for use.



2.5 Deactivating a UFED Physical Analyzer License

In cases where a UFED Physical Analyzer installation, activated by an Activation Code, needs to be moved

to another PC, or cleanly installed on the same PC, you must first deactivate (remove the license) from the
computer. The license should be reloaded in your UFED device for re-use on a different PC or a clean install on
the same PC.

To deactivate the PC license, perform the following steps:

1.

oW N

S

Launch the UFED Physical Analyzer application.
From the UFED Physical Analyzer menu, select Help > License > Deactivate.
Click the Deactivate button to deactivate the PC license.

A Browse for Folder window will appear. Select the target folder to save the deactivation key, then click
the OK button.

The system will open a new window showing the deactivation key.

On the UFED unit, select Services > Upgrade > PC License > Remove PC License from the main menu.

rade
lpgrade Application Mow
lpgrade Image How
lpgrade Settings
UF [ License
I License

Clone SIM [0
Physical D

File: System Dump
Extract Passwords

software Yersions
Counters

Help

Hetwork Settings

17
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10.

Select either Manual Key Entry to enter the
license manually, or Upload Key File to upload it
from USB disk drive.

If Manual Key Entry was selected, enter the

deactivation key using the directional keypad and rm_
select F3. REORG T viive :
456783

-
L |
T
-
]
™
=
(=1

If Upload Key File was selected, connect the USB TF-5e

Upload Fey File
Insert USE disk drive with th
license fileds)

I

FlLance ELontinue

disk drive to any of the UFED USB ports, then
press the P key to continue.

The deactivated license of the UFED Physical Analyzer application is now re-added to your UFED unit,

ready for use to activate another UFED Physical Analyzer installation.



Chapter 3: Performing Data Extraction

3.1

The information provided in this chapter is based on the assumption that the user is familiar with the basic
operations of the UFED device. Please refer to the UFED User Manual, Chapter 4 to familiarize yourself with UFED
before continuing. This chapter describes advanced features specific to the UFED Physical module only.

NOTE: Use the ¥ A keys to move between options in the Main Menu. Use the « key to return to a previous
menu.

Performing a Physical Dump

When performing a physical dump operation, the UFED Physical Pro uses advanced extraction methods to
create a single hex dump file for each flash memory chip, or address range utilized by the mobile device.
Unlike conventional logical extraction processes, the physical extraction method bypasses the phone’s
operating system, acquiring the data directly from the phone’s internal flash memory. The phone memory
is captured into hex dump file(s) that will later be read and analyzed using the UFED Physical Analyzer
application.

The physical dump created includes memory space unallocated by the phone’s OS which may contain deleted
data such as SMS, Call logs, Phonebook entries, Pictures, Video and user passwords.

19
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3.7

Using Removable Media
Select Physical Dump from the Main Menu. Press OK or p» to continue.

Select the manufacturer of the phone from the Select Vendor menu. Press OK or
p to continue.

Select the model of the phone. Press OK or P to continue.

Select the target storage media (USB disk drive or SD Card) from the Select
Target menu. Press OK or P to continue.

You will be instructed to connect the source phone, using the appropriate cable
to the left USB port of the UFED, and then connect the target storage media to
the appropriate port right side of the UFED.

NOTE: USB disk drive storage media should be connected to right side Target
port. SD card storage media should be inserted in the SD card slot on the left
side of the UFED unit.

Make sure both are connected, and then press P to start the dump process.

NOTE: When connecting the phone to the UFED unit, some phone models
will prompt you to select the connection mode on the phone’s display screen.
Choose Data Mode, PC, or PC Sync mode. Actual selection choice will vary
depending on the phone model.

Extract SIMAUSIM Data

Clone SIM |0

|
Extract Phone [ |

ile Systen Dump

Select Vendor
*% Recently Used #%
Matarola G5

Motorala iDEN
Hokia COMA

ORI (33

IKla b |
Mokia BETHI

Hokia G56A

Hokia 628 |

select larget ]

T05E Tk Dirive

Source: Connect cable 54
Target: USE Disk Drive




CAUTION: To prevent possible loss of data, do not disconnect the phone or storage media (USB disk
drive or SD card) during the extraction process.

6. Upon the completion of the dump process, the UFED unit will display “Extraction

completed successfully” O e 20

It is now safe to disconnect the phone and remove the target storage media for
analysis using the UFED Physical Analyzer PC tool.

HLontinue

7. Afolder named according to the phone model, current date, and a counter (for example, “Physical Nokia
GSM Generic 2009_05_15 (001)"is created on the target storage drive. This folder contains the extracted
binary files (one for each extracted memory module), and the UFD file, used by the UFED Physical
Analyzer application to access the extracted data.

Multiple dumps from different phones can be saved to the same USB drive or SD card. A new folder will
automatically be created for each device dump.

3.1.2 Extracting Data Directly to Your PC

1. Connect your UFED device to your PC using a USB to mini-USB cable, utilizing the port marked “PC"
located on the top of your UFED unit. Your PC may prompt you to install drivers (refer to chapter 9 in the
UFED User Manual).

On the UFED unit:
1. Select Physical Dump from the Main Menu. Press OK or p to continue.

2. Select the manufacturer of the phone from the Select Vendor menu. Press OK or p to continue.

21



3. Select the model of the phone. Press OK or B to continue.

4. Select PC as the target. Press OK or p to continue.

On your PC:

5. Launch the UFED Physical Analyzer application.

6. Inthe application toolbar, click on the Read Data from UFED button.

7. Inthe displayed UFED Downloader window, specify the download path to which
the dump should be saved, then click the Start button.

8. The UFED unit will create the dump under the specified folder.

9. Atthe end of the extraction process, you will be prompted to open the
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extracted dump.

NOTE: Clicking the Open Target Folder button to display the content of the
selected target folder.

Extract Phone Data
Extract SIMAUSIM Data
Elune SIM 1D

Hokla ESBEI
Hokia 6526

Physical Dum
File 5




3.2

3.3

Extracting the File System
The File System Dump option extracts all the accessible files on the mobile phone using a logical process.

Extracting the file system is an alternative way to get data from phones, including phone models that are not
currently supported with physical dump. UFED Physical Pro provides access, and extracts hidden files and
databases inaccessible by other file system acquisition tools.

From the extracted file system you can get many different types of application files that can be decoded and
then searched for information, such as the Contacts or SMS database files.

The process for extracting a File System Dump is almost identical to performing a
Extract Phone Data . . . . . ”
Extract SIMAISIM Data Physical Dump, as described in“Performing a Physical Dump”on page 19.

Clone 5IM 1D
AP e Start by selecting File System Dump from the Main Menu, as in step 1 of "Performing a

Physical Dump”on page 19, and continue with same steps afterwards.

The resulting folder will include a ZIP archive of the phone’s file system, instead of the Hex file(s) of the
memory dump files, and a .ufd info file that enables the file system archive to be read by the Physical Analyzer
application.

Extracting Passwords

The Extract Passwords feature provides quick access to the phone’s user passwords without the need to analyze
a dump using the UFED Physical Analyzer application.

1. Select Extract Passwords from the Main Menu. Press OK or p to continue.

2. Select the phone's manufacturer from the Select Vendor menu. Press OK or p to continue.
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Select the phone’s model from the Select Model menu. Press OK or p to
continue.

From the Select Target options, select USB Disk Drive or SD Card to store the
extracted data on the selected storage media, or select Display Only to display
the extracted password data on the UFED unit, without storing it.

You will be instructed to connect the source phone, using the appropriate cable,
to the left USB port of the UFED unit marked “source”. Connect removable media
if extracting to file.

NOTE: USB disk drive storage media should be connected to right side “Target”
port. SD card storage media should be inserted in the SD card slot on the left
side of the UFED unit.

Make sure both are connected, and then press P to start the extraction.

NOTE: When connecting the phone to the UFED unit, some phone models
will prompt you to select the connection mode on the phone’s display screen.
Choose Data Mode, PC, or PC Sync mode. Actual selection choice will vary
depending on the phone model.

13 bb

Mol ]
Hokia GEEA
Hokia 6326 |

Source: Connect cable 54
Target: Display Only

User code; 12345

EContinue |

When the extraction process is completed, the password information will be displayed on the screen.

When the phone has more than one password, multiple passwords will be shown.



Chapter 4: Overview of UFED Physical Analyzer Application

4.1

4.2

Introduction

The UFED Physical Analyzer application provides powerful analysis tools for the extracted phone data, and
simplifies the task of navigating through the phone’s data structures. Using the UFED Physical Analyzer
application will assist you in the complex tasks of intelligence gathering, investigative research, and providing
legal evidence in the form of reports.

The application is designed to utilize the memory extracted by the UFED unit and presents the phone’s hex
dump, file system and analyzed data in a clear and concise way, allowing investigator to use powerful search
tools to parse and decode relevant information.

As a completing step, the application will allow you to generate reports of your findings and export them in
various file formats, such as HTML, PDF, Excel (* xlIsx), and XML.

Launching UFED Physical Analyzer Application

To launch the UFED Physical Analyzer application, double click on the UFED Physical Analyzer desktop
shortcut icon, or select Start > Programs > Cellebrite Mobile Synchronization > UFED Physical Analyzer.
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4.3 Application Structure Overview
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The UFED Physical Analyzer application structure is comprised of the following components:

©® Application Menu
® Application Toolbar

9 P . T A * Physical Analyzer
rOJeCt ree rea o File  View Tools Python Plug-ins  Report  Help
EEACR A X All Projects aq
O Data Display Area X Eéﬁ T Peescrinous | o]
' M i
Generate Report
9 Sea I’Ch F|e|d [ Entraction Data ExtiactionSunmasy ) =
16 Device Info — A
@ [l Images
8455 Memory Ranges Dump samsung 0500
(3 File Systems Extraction start date/time 01/06/2009 11:52:31
(5 KFATO Unit Version 1.0.0.0
(51 Sameung Linked List
(5 Samsung MCLL
& &5 Anabzed Data
{5 CallLog (31
A2 Cortacts (1255)
00 SMS Messages (192) image Hash Information
[ Bookmarks ()
o_ & Data fs /i Noreference hash information is available for this project,
(] Images 127)
@[ Videos (49] Device Info
43 Audo 62) IMSI 9425010101216089
@ Tem (3
@) Tags o
I8 Repotts Device Cantent
Phone Data
Call Log Contacts SMS Messages
(A Ll ‘O
3(1) 1255 (1228) 192 (187)
Data Files
-

Figure 9: Application structure overview




43.1 Application Menu
The application menu provides access to the following menus and commands and functions:
= File menu:

* Open: Select and open a file for analysis using the standard analysis process.

* Open (Advanced): Select and open a file for analysis using the advanced analysis process. See “Using the
Advanced Opening Feature”on page 61.

* Recent: Displays a list of the recent projects.
* Close: Closes the currently active project.
* Exit: Closes the application and all active projects.
= View menu:
* Show Welcome Screen: Displays the Welcome screen. See “The Welcome tab”on page 42.
* Trace Window: Show/hide the trace panel at the bottom of the data display area.
* Tools menu:

* Dump File System: Exports and saves the parsed file system to actual files and folders in a directory
structure. See “Exporting the File System”on page 100.

* Read Data from UFED: Extract phone data directly to the computer.

* Dump GPS / Mass Storage Device: Reads and saves data from GPS and mass storage devices connected
to the workstation via USB connection.
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* Settings: Access to the application settings window. See “General settings”on page 101.
= Python menu:

* Python Shell: Opens the Python Shell window for user customized analysis using Python commands. See
“Using the Python Shell”on page 100.

* Run Script: Runs a pre-written Python script (*.py file).
* Run Script (Debug enabled): Enables you to run a pre-written Python script (*.py file) in debug mode.
®* Plug-ins menu:

* Add/Remove Plug-ins: Displays the list of installed plug-ins to enable management of the currently
installed plug-ins. See “Managing Plug-ins”on page 97.

* Run Plug-in: Allows the user to select a specific plug-in and run it. See “Running a Specific Plug-in"on
page 98.

* Chain Manager: Displays the Chain Manager window to enable management and creation of device
processing chains. See “Managing Chains”on page 91.

= Report menu:

* Generate Report: Generates a report summary of all information found by the analysis process. See
“Generating Reports”on page 57.

= Help menu:
* Manual: Launches Adobe Reader (aka Acrobat Reader) and displays the user manual (in PDF format).

¢ License sub-menu:
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* Enter New License: Enables you to enter a new Activation Code.

* Show License Details: Displays the current license code validation period, and the current Computer ID
and Activation Code.

* Show Dongle Details: When using a hardware license key, displays the details of the currently used
dongle.

* Deactivate: Deactivates the license used to activate the application on the current workstation. See
“Deactivating a UFED Physical Analyzer License”on page 17.

* About: Provides information about the installed UFED Physical Analyzer application version and its
components.
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43.2 Application Toolbar

Figure 10: The Application Toolbar

The application toolbar provides shortcuts to quickly access commonly used functions:

. Open Click to open a file for analysis (File > Open...).

o Click to use the advanced options to open a file for analysis (File > Open
g Open (Advanced) (Advanced)...).

Python Shell Click to display the Python Shell window (Python > Python Shell...)
% e Click t'o display the Add/Remove Plugins window (Plug-ins > Add/Remove
- Plug-ins...)
Chain Manager Click to display the Chain Manager window (Plug-ins > Chain Manager...)

Initiates an extraction process of phone data from a UFED unit connected
directly to the PC via USB cable (Tools > Read Data from UFED...).

&
ﬁ? Read Data from UFED
&

Dump GPS / Mass Initiates an extraction process of GPS or mass storage device data connected
Storage Device directly to the PC via USB cable (Tools > Dump GPS / Mass Storage Device...).




43.3 ProjectTree Area

The Project Tree area displays the following extracted information structure of each Project tres
file opened for analysis: AN
-8
= Extraction data 5F Extraction data
% Device info
= Device info B Images
[#-3=¢ Memory ranges
* Images (one for each extracted memory module or extracted memory range) ) File systems
[#-{=1 KFATO
u Memory ranges [#-{=1 Samsung MCU
. [#{= Samsung Linked List
* File systems = & Analyzed data
Call Log (3)
» Analyzed data (where supported) Contacts (1255]
() 5MS Messages (192)
" Data ﬁles =& Data files
=] Images
" Tags - videos
- Ja Audio
= Reports B[ Ten
. . . @ T
By opening the Analyzed data or Data files sub-trees, you can drill down into 7 §TE HZEZHS
the tree structure to search for specific information. Double clicking on any of the
lower-level nodes, will display the relevant information viewer in the Data Display Figure 11: Project Tree
area. Overview

Each extraction file you open will add a project at the bottom of the Project Tree.

Every branch in the Project Tree can be expanded or collapsed by clicking the @ or Hicons. In addition, the
entire tree can be fully expanded or collapsed by clicking the % or [T buttons at the top the tree section.
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433.1 Extraction Data

Double clicking the Extraction data item will
display its tab in the Data Display area.

The Extraction data tab displays the following
information:

= Device Information - Information related to
the device extraction.

* Image Hash Information - Verification of
the logged hash values of the extracted
memory dump with the hash values of the
parsed images. See "Hash Verification”on
page /0.

= Device Info - A Summary of th specific
device info pulled from the extracted data.
See"Device Info"on page 34.

= Device Content - Analyzed content,
separted to:

* Phone Data - The types of analyzed
phone data found in the extracted
memory dump, such as Call Log,
Contacts, SMS Messages, and others. For

“Extraction Data X |

Extraction Summary

Dump samsung D300

Extraction start date/time 01/06/2009 11:52:31
Unit Version 1.0.0.0

/A Hashes have been calculated for this project, but no reference cata is available. Showi Details

Device Info

IMSI 9425010101216089

Device Content
Phone Data
Call Log Contacts SMS Messages
iz ‘ O ‘
3(1) | 1255 (1228) 192 (187)
Data Files
Image Video Audio Text
P =] ‘ 49 ‘ ‘ B
127 (11) | 49 (19) 83 (40) 3 (0) J

Figure 12: The Extraction Data tab

the complete list of Phone Data types, see “Analyzed Data” on page 38.




* Data Files - The types of standard data files found in the extracted memory dump, such as Images, Video,
Audio, and Text files.

NOTE: The Extraction data tab will be displayed automatically whenever you open a new file for analysis.

Clicking on any of the Device Content categories will display the relevant information viewer tab in the in the
data display area, listing all the items logged in this category. See "Analyzed Data” on page 38 and "Data Files”on
page 40.

Clicking the Generate Report button at the top right of the tab will prompt you to generate a report for the
current project. See “Generating Reports”on page 57.
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433.2 Device Info

Double clicking the Device info item will
display its tab in the data display area.

The Device info tab provides extensive
amount of existing and deleted information,
as well as important identifiers of the phone
such as, SIM card and user lock codes, where
supported.

The Properties list is divided to display the
different Device Info categories.

NOTE: The number of categories and
amount of displayed information may
vary, depending on the device model and
manufacturer.

A checkbox next to each of the categories

and properties indicate whether this item will be included (checked) or excluded (unchecked) in the report.

A Find field, at the top of the properties list allows you to filter the displayed items (Categories, Subjects, and

Device info |

Properties |
Find:

=[] General
Detected manufacturer
Detected model
=[] System
IMEI
Serial
Product cade
Product basic code
Module cade
Hardware number
# [] User cade
& [v¥] Memory card code
=[] SIM
& [v] IMSI
# ] ICCID
=[] Bluetooth
Bluetoath activity
Blugtaoth status
Bluetoath device name
# [V] Blustooth paited devices

Nokia
Nokia 6230

352953/00/282320/5
KJH749332

0513090

0509076

0201879

0600

ot
Shawin
Yaniv likes BT

General

Figure 13: Device Info

data) to display items containing the entered text string.




4333 Images

The Images item of the project tree lists all the dump files generated by the data extraction from the memory
modules of the device.

= a |mages . CT5(28000000-30400000).bin ]
X Hex view |
& MCU0000000-12000000) bin ERY PRl =)
# CT5(28000000-30400000). bin 02445350 | FF OFF 07 00 00 81 DB 1C 2B 11 88 00 00 00 59 00 ]
04425300 | 01 00 00 81 00 00 00 00 00 00 00 00 00 00 00 11
04225300 | 00 00 00 00 00 00 00 11 44 79 D8 4C 9F 83 E6 ED
. . n42253%0 | 39 88 SE 98 D3 41 32 00 00 00 00 OO0 00 00 00 00
Flgure 14: Memory dump Images n4x25370 | 00 00 00 00 00 OO 00 00 00 00 00 OO0 00 OO0 00 00
02445400 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
04425410 | 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
04225420 | 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 0O
il : ; H 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
Double C“Cklng onany Image item will 00 00 00 00 00 00 DO 00 00 00 00 00 00 00 00 00
i i f i 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
display it in a new Hex View tab for it in the B Rl
: 44 45 41 44 42 45 45 46 DEADBEEEF . .
data display area. et
FF FF
FH . FF FF FF FF
py Thisisthe Tst sms B8 X| pp prp FF FF
F . FF FF FF FF
py & Thisis the Tt sms FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF 44 45 41 44 42 45 45 46 FF FF | ......DEADBEEF. . @
#  Offset Comment
1 DwAASABA +372546532364
2 Ox444543E This is the 15t sms
3 0wAABSI%E 16/02/200913.03.36 (UTC+2)
4 DuAABATA 187254120032

€2 values | [E] Bookmarks “%_Highlights [4 results] |

lLength: 0xB400000 |Offset: Dx4AASE40 | Selection: 0x0

Figure 15: Hex View tab
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4334 Memory Ranges

The Memory ranges item of the project tree lists the analyzed memory ranges for each of the memory module

dumps of the device (listed under Images).

Elé temary ranges
. & Mrou
=& CTS

..... #=8 CTS Remapped [XSR)

Figure 16: Memory ranges

Selecting a memory range will automatically
add it to the highlights list of the displayed
binary image it belongs to (located at

the bottom of the Hex view tab), and will
highlight the memory range portion in the
displayed data.

Double clicking on any memory range item
will display its content in a new Hex View tab
in the data display area.

/CT5(26000000-30400000).bin |

Hex view |

(= IRy <X =N =] )i

Find:
3 Offset Length Comment s
1 0xB0E0B40 0x200 CTS Remapped [<5A)
2 0:80ERAMD 0:200 CTS Remapped [XSR)
3 0xad97780 0:200 CTS Remapped (xSR) 2
€2 Values | [F] Bookmarks “4_Highlights [61778 results] [

Length: 0x8400000 |Offset: 0x80E88A8 | Selection: 0x200

Figure 17: Highlighted memory range in the image Hex view tab



4335 File Systems

The File systems item of the project tree lists all the file systems found
and reconstructed out of the analyzed binary data.

You can browse the file system to display folders and files by clicking the
orElicons.

NOTE: Deleted items appear as [4.

Double clicking on any file item in the file system tree will display its
content in a new Hex View tab in the data display area.

Selecting a file system item will automatically add it to the highlights

list of the displayed binary image and/or memory range it belongs to
(located at the bottom of the Hex view tab), and will highlight its data
range portion in the displayed data.

(== File sypstems
== KFATO

#-[ BROWSER
= dir_vfp_temp
=[5 DRM
-5 EMaIL
H-[ IMAGES
D Java
H- [ MMS
#-[5 multimedia
[ SMS
-5 S0UNDS
55 SYNCML
= TEST
- USER
B wWaP
[C] @samsung.ess
[ @5aMSUNG.ESS
[ tisVersionCode.ts

#-{=1 Samsung MCL
#-{= Samsung Linked List

Figure 18: File systems
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4336 Analyzed Data

This Analyzed data item of the project tree displays phone data item
groups that were found in the extracted data.

The listed of items will include:
= Personal information, such as calendar, contacts, notes, call log
= Messaging items, such as SMS, MMS, email, instant message, chat
= Web browser items, such as bookmarks, history, cookies
= GPS information, such as locations, journeys, fixes
= Device information, such as bluetooth pairings, SIM data

NOTE: Additional types of Analyzed Data groups may be available
according to the device features and the application version.

=04 Analpzed data
=/ Call Log (29)
[E] Incoming (26)
[Z] Dutgoing (3)

{7 Contacts (1255)
=40 SMS Messages (192)
) Drafts (9)

{2 Inbox (10

() Sent(173)

Figure 19: Analyzed Data section

A number, in parenthesis, next to each item type, shows the number of items of this type that were found in

the extracted data (excluding duplicates).

Expanding any of the Analyzed Data item groups by clicking the @ icon next to it, will reveal a 2nd level sorting
of the logged items according to type or folder. Clicking B icon will collapse the 2nd level sorting. For example,
SMS Messages will be sorted according to the sorting folders used by the messaging feature of the phone, such

as: Drafts, Inbox, Outbox, Sent, etc.



Double clicking on each of the item type groups or 2nd level sorting group, will display a detailed table of all its
items in the data display area. The structure and information displayed by the table will vary according to the

selected item type.

Selecting any analyzed data category
will automatically add it to the
highlights list of the displayed binary
image and/or memory range it belongs
to (located at the bottom of the Hex
view tab), and will highlight its data

_talllog (3) |

Table view |

[7]! Del? | Type
VIS

G E

Outgoing
Qutgoing

#  Outgoing

“ Contacts (1255) |

| Party

039260900
039260941

| Timestamp.

13/04j2004 15:5.
13j042004 15:5...
13{04j2004 15:5..

| Duration | Name.

Table view |

G R E

)| Del? | name | Entries #1 | Entries #2 | Entries #3 | Entries #4 | Entries #5
ran g e po rtions in th e d is p | ayed d ata [ % olsosslesroom  [%] 031061765 {5 056160183  [y] 068603567 () 054849562 o7 053640837
| [v] %  carthoughtful = 086377043 @ 026066602 m 056919633 @ 087762703 [25] 050600013
'5MS Messages (192) E % meridian medica .. |5 0] 5l = [25] 056152345
E & & a - [E5] 063301358
Table View |
= NN =R e
———
Del? | Folder Status | Name Parties Message
3% Drafts Thanks D
@ Sent Read To: 0546592364 Please call
© Sent Read To: 0525738299 Hi. can we get your group to come at 5 on
monday?
3% Inbox Read From: +972546592364 Sorry, I can't help you on this, "
Lzl &=
< M I >

Figure 20: Analyzed Data display tables
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433.7 DataFiles

This Data files item of the project tree provides access to the files that
were found in the extracted data, filtered according to the following file

types:
= Images - Files that were recognized as image file formats
= Videos - Files that were recognized as video file formats
= Audio - Files that were recognized as audio file formats

= Text - Files that were recognized as text file formats

NOTE: Deleted items appear as [_s.

Note: New Data File groups for other common file types, can be created
according to the Data Files setting. See “Data Files Settings”on page 102.

Double clicking on each of the filtering groups will display a list of the
parsed items in the data display area. In addition, the tree view can be
expanded to allow access to individual files. See “Working with Data Files”
on page 82.

=[5 Data files

= Images (8]

[5¢ 001.ipg

[ 00.jpg

[5¢ 002ipg

[ 002ipg

[5¢ 003ipg

[ 003ipg

[5¢ 004.jpg

[ 004.pg

= videos (3)

[ video-0001.3ap
[ video-0002.3ap
[ video-0003.3ap
= Jd Audia [5)

[ 5M_A0002. anr
[T 0o Mid 1-4.mid
[ 01 Mid.mid

[k 02 MiDi.mid

[T 005 MiDi 1-4.midi
=) Test([3)

E| _policy. tst

[ alarmlist st

[ pushlist. tat

Figure 21: Data Files section



4338 Tags

When the extracted data is processed, certain file types are identified and
are tagged accordingly.

NOTE: The four default tags are Image, Text, Audio, and Video, and files
that were identified and tagged by each of them will also show up
under the Data files section.

You can use plug-ins or the Python shell to look for additional data
segments and tag them with one of the existing tags, or log them under a
new branch in the Tags section by applying a custom tag to them.

NOTE: Deleted items appear as [4.

Double clicking a tagged item will take you to its file item under the File
systems item.

4339 Reports

Double clicking a report item listed under Reports will display the report
file generated for the project using the application associated with the
report format (ie. Internet Explorer for HTML report).

If a report has not yet been generated for this project, the Generate
Report dialog will be displayed prompting you to generate one.

=& Tag:

(=

(=

@&

= fudio

[ SM_A0002.amr
05 001 Mid 1-4.mid
[ 01 Mid.mid

[ 02 MiDi.mid
[ 005 WD 1-4.midi
Image

[ 001.jpg

b 001.jpg

[ 002ipg

) 002jpg

[ 003ipg

&) 003.jpg

[ 004.pg

R 004.jpg

Text

,.'__:] _policy. txt

a | alammlist bat

a | pushlist.tst
Yideo

Y video-0001.3gp
Y video-0002.3gp
Y video-0003.3gp

Figure 22: Tags section
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434 DataDisplay Area

Displays the content of the currently selected project tree item. A new data display panel is opened for each
selected item (ex. Hex memory, list of contacts, file content, etc.). Tabs are utilized to navigate between the
views.

4341 The Welcome tab

The Welcome tab is automatically

./ “Welcome |

Welcome to UFED Physical Analyzer

displayed in the data display area when the
application is launched, and displays a list of
the recently opened files.

Each recently opened file item in the list is
displayed as a framed information group
that contains the following items:

A S ¢ 9
] Du\mp Samsung SAMDS00
¥ C:\Documents and Settings'F_..\Dump.ufd

o

01/11/2010 13:10 Browse
| |

| \
(5] 0

© Device icon - A thumbnail image of the
device from the application resources, if
available. When not available a general
placeholder image is used.

Dump Samsung SAMDS00

C\Documents and Settings'F...\Dump.ufd
0111720101310 Browse.

EFS LG KC910Q QCOMEFS
A nts and S..\EFS LG KC310Q.ufd
201013:04  Brows

Samsung GSM_SGH-E... -
C:\Document...\Samsung GSM_SGH-E730.ufd

01/11/201013.03  Browse.

NOK6230i
C:\Documents and Settin...INOK6230i.ufd

0111/201013.02  Browse.

MCU(10000000-12000000)
C:\Docume...\MCU(1000000C-12000000) bin
04/10201013:30  Browse.

Figure 23: Welcome screen

WM Dumper WINMOFAT
CDocuments znd Setti. 1M Dumper.uid
017112010 13:09

2865i New Format
ments an...\2865i New Format.ufd
011120101304 &

Dump 2
C\Documents and Settings'F..\Dump.ufd
01/11/2010 13:.02 row

Backup
C\Documents and Settings..\Backup.ufd

011120101258 Brows:




@ File Name - The name of the opened file, without the file extension.,
© File Path - The file system path to the file location.

O Device Model - The identified device manufacturer and model, or BINARY in case the opened file was a
binary dump.

© Date and time - The date and time stamp in which the file was opened.

O Browse link - A direct link to the file in file system.

Click on a framed item to open the recently opened files for analysis.

Click on the Browse... link of a recent file item to go directly to the file associated with it in the file system.

NOTE: Whenever the Welcome tab is not displayed, you can display it by selecting View > Show Welcome
Screen.
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43472 HexView tab

A new Hex View tab (screen) will
appear for each binary item you open
from the project tree.

The Hex View tab is comprised of the
following sections:

©® Hex data display pane

® Hex View toolbar

© Analysis Information tabs
43.4.2.1 Hex Data Display Pane

The Hex data display pane is divided
into 3 sections:

O Address Column - The number
information column in Hex or
Decimal value, displaying the start
address of each row in the Hex and
ASCll representation data sections.

©® Hex data view column - The Hex
data of the selected item.

O ASClI representation view column - The ASCll representation of the Hex data.
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Figure 24: Hex View tab (screen)



43422 Hex Data Toolbar

gRBEl s [H0EE

Figure 25: The Hex View toolbar

Located at the top of the Hex data display pane, the Hex data toolbar provides access to the following
functions related to the data displayed.

H Save Click to save the entire memory dump to a local folder.

=& Copy Selection Copy the currently selected content of the Hex View tab to the clipboard.

Displays the Find dialog to search for all occurrences of specified information
in the displayed Hex display pane.

Find

Find Next Displays the Find dialog with the search parameters used in the latest search.

Add Bookmark Bookmark the currently selected content of the Hex display pane.

Redirect the offset to specific address in the content of the Hex display pane.

GoTo See "Redirecting the Offset”on page 86.

224
Enable Info Frame Toggles on/off the display of floating information frame at the cursor location.
Show Address Toggles on/off the left address column display.
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Show ASCIl view

Toggles on/off the right ASCII representation column display.

F;‘E: Locate File in Tree

Selects the displayed file in the File Systems section of the Project Tree.

4.34.2.3 Analysis Information Tabs
Located under the Hex Data display pane by

default, the Analysis Information tabs displays the

following types of information related directly to
the displayed Hex data:

© Values - A wide array of value interpretations,
such as 8, 16, 32 and 64 bit, various String
encoding, Date & Time formats, and more,

calculated on the fly for the currently selected

data in the Hex view.

Highlights [28 results;

(2] 3 [s) ] Find:
# | Offset Length Comment
1 0x3138100 0x200 Imultimedia/IMAGES /downloaded images/001 jpg
0x3138300 0x200 Jmultimedia/IMAGES /dawnloaded images/001 jpg
3 0x3138540 0x200 Jmultimedia/IMAGE S /downloaded images/001 ipg
€2 Values | [E] Bookmarks " Highlights (28 results] [ Search (359 resuls] |
| | | |

Figure 26: Analysis Information tabs

® Bookmarks - A list of bookmarks added in the displayed Hex data.

© Highlights - A list of content segments markups highlighted in the displayed Hex data. The number of
highlight results is shown in brackets next to the tab name.

O Search - Displays results of a search in the displayed Hex data. A new search results tab will open for each
search query performed. The number of results for each search is shown in brackets next to the tab name.



4.34.24 Rearranging the Analysis Information Tabs
You can rearrange the display of the Analysis Information to suit your preference:

= Double click the header strip of the section to display the entire section as a floating panel. Double click the
floating panel header strip to dock it back to the default location (at the bottom of the Hex View tab).

= Double click the name label of any tab to display it as a floating panel. Double click the floating panel header
strip to dock it back to the original location.

» Drag the name label or floating panel over any of the docking labels that appear to dock it at that location in
the Hex View tab.

4343 Dataltems View tab

A Data Item View tab will be added to the < ah’l“‘v"’wll‘u
data dlsplay area vvhenever you dOUble C“Ck De: e gawm,:q ::Ttimedias'lMAGES:'dwnleaded images001.jpg iz;*a e )
on a data item group located under the
Analyzed Data or Data Files sections of the s - oz == ; oy 42800
project tree. . I
The Data Item View tab displays a list of all ’ w‘i” F e
the files of a specific type (images, videos, . . — ,
3 . ) m 73 GIV Time.gif a_mJluwg?dla:'lMAGES:'dw’nleaded images{73 GIV | 27774
audio, or text) that where found during the mes ,

data analysis process.
Figure 27: Files View tab
NOTE: Image files can be displayed either
in Table view or Thumbnail view, using the
two display option tabs at the top of the files list display pane.
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Chapter 5: Physical Analyzer - Basic Use

5.1 Opening File for Analysis
1. If the phone data was extracted to a removable media, connect the USB disk drive or SD card containing
the extracted data to a PC with an activated running copy of UFED Physical Analyzer application.

NOTE: For faster processing, copy the extracted data folder from the removable media to the PC, and
open directly from the PC.

2. From the application menuy, select File > Open, or click the Open button on the application toolbar.

3. Navigate to the location of the extracted phone data folder, and open it.

4. In the displayed Open dialog, select the data extraction file.

By default, the Open dialog is set to display UFED Dump files (*.ufd) which is the information mapping file
of the extracted phone data.

Additional formats available for selection from the Files of Type list of the Open dialog include:
= UFED report (*xml). Logical reports generated by the UFED unit.
= Binary files (*.bin). Raw binary files or any hex dump generated by another application.

NOTE: Opening a binary file will only allow hex dump view, with no file system or data analysis.
However, you will still be able to perform your own searches and analysis using the provided tools.
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= Proprietary phone data. File formats such as the Nokia PM (*.om) and the BlackBerry backup file (*.ipd),
which are proprietary file formats of specific phones/vendors file systems.

Click Open.

The data analysis
process will begin
and run for several
seconds. At the end
of the process, a
new project will be
added in the Project
Tree area, and the
Extraction Summary
screen will display in

the Data Display area.

* Physical Analyzer B@@
File wew Tools Python Plugins Report Help
HEEA R A X 4 All rojects
‘welcome X Extraction Data X - X
28 0
= [@ Samsung GSM_SGH-E730
. Ext acﬂ Generate Report
=~ Extraction Data « on Summary o
= Device Info
- s
# &= Memory Ranges Samsung GSM_SGH-E790 szmsuna 720
= (5 File Systems Connection Type Cable No. 97
&5 KFATO Extraction start date/time 21/07/2009 17:43:04
= g Selected Device Name SGH-E790
&P AnalzedData Selected Manufacturer Samsung GSM
{1 contacts (439)

@40 SMS Messages [5)
[E] Bookmarks (0)
= & Data fles
-] Images (86)
& Videos (74)
-4 Audio (33)
) Text
% Tags
13 Reports

Image Hash Information

Unit Identifier
Unit Version

UFED S/N 5526165
1.1.1.0

/B, No reference hash information is available for this project.

Calculate hashes

Device Content
Phone Data
SMS Messages Contacts

') J
5 (0) i 499 (498) ‘

Data Files
Image Video Audio
® | B | 3

Figure 28: New opened project
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5.2 Searching for Information in the Project

50

The search field at the top right of the application window allows you to search for information in the entire
project or projects that are currently open in the application.

To search for contents, type the search string in the field.

5.2.1 The Quick Results List

A quick list of matching B SS—
reSU'tS W||| appear under the : File  Wiew  Tools  Python  Plug-ins  Report  Help
I Al X2 o
searc h ﬁ e | d ' E:Jniact Tree W welcome ) EntractionData X | [E] show All (134)
501
Sorting categories ’along the © B mSHE || e ion Summary S e 1 T 0000870055 ABabABSA..
left edge of the qu ick results II;.;I Devies Info To: 00096926951 "Sori can't mee...
. . w- Bl Images
list, sort the results according T Rz Samsung GSM_SGH-E790 To: 00096526951 “Hi jaice. can..
H =0 File Systems sonnection ]
o thelr type (SUCh as SMS T X wKiAtTD éﬂmd}"" Stlﬂy"lrdﬂtﬁfﬁmﬁ Contacts 1, eighth ladybug (5 entries, 0 addre...
Messages, Contacts, Files, 8 bdewionn Selected Manufacturer s v s e o577 .
. L) Contacts (433] nit Identifier A, moats fabricate (5 entries, 0 addr...
etc), and display the number 5 © 5HS ersges ) Uit version . paepesgagladiydy
of matching results found in [ el & 100 et (5 entie, 0 addesses, ..
& |_,_| |mages [35] . o Mobile: 051086979, Home: 064732757, W .
each type category. ® B Videos (74) m P P Flles | ] f“"‘sf“"s(9 )
@ J3 Audio (39) /& No reference hash information is available for this project. 3 128897 Bytes (KFATO;
i [5) Ten 5
S'elec.tmg. a resgIF from the LgBm™ I s
I|St Wl” dISp|ay Itin the {8 Reports Phone Data [ /smst40
. . 186 Bytes (KFATO)
Data Dls.play.area using the — e— '
appropriate information -

display tab.
Figure 29: The contents search quick results list




5.2.2 The Results Tab

Selecting Show All from the top of the quick
results list will display a Results tab in the
Data Display area, listing all the matching
search results. The matching string in each
found item will be colored in red.

As in the quick results list, the Results tab list
will display the found items sorted according
to type categories.

To make it easier to scroll through the results:

= Click on the small triangle at the left of
each sorting category header to collapse
or expand the items list of the category,
thus shortening the list and limiting the
displayed items to the required types.

= Use the Quick Filter field at the top right
of the Results tab to filter the found items
by entering a quick filtering string.

Results (97) X |

Search|
-
$ SMS Messages(5) M
: To: 00096970059: b b, b, b b, Parties{0]. identifier, SMSC
Folder: Drafts
Parties[0].1dentifier 00096970053
SMSC +97254120032

To: 00096928951: "Sori can't meet troubled mother cos brendan emergency practice! will see... SMSC
Folder: Drafts

SMSC +97254120032

| To: 00096928951: "Hi janice. can we get your group to come at 5 on monday? room problem. i... SMsC
Folder: Drafts

SMSC +97254120032

To: +0006597678766: "Hello ralitsa. ivan sounds fine. i think he should be alri...  Parfies(0]. fdentifier, SMSC

Folder: Drafts
Parties[0].1dentifier +0005597678766
SMSC +97254120032
| To: +0006596928951: "Deleted2 SMSC
Folder: Drafts

SMSC +97254120032

@) contacts (116)

2 eighth ladybug (5 entries, 0 addresses, 0 notes) Entries{1]. Value
Mobile: 058391199, Home: 051357497, Work: 093729814...

Entries[1].Value 051357497

Figure 30: The contents search Results tab




5.3 Browsing the Hex Dump

Double clicking on a binary

= Physical Analyzer

hex dump |n the Project Fle Miew Tools Python Plugdns  Report  Help
T ill display it tent H=AEA A 2 Al Projects
ree wi |Sp ay Its conten Pro " Welome X | ExtractionData X /'3 (CTS(298C0000-30400000).b X | - X
. . e [ -
in a Hex View tab within 3 e view | .
R = @ Samsung GSM_SGH-E790 a2 B8 [5E |5 63 [IEE]L
the data display area. 5 Exvacton Data 00000000 | 64 DO 04 0O OF 0D 00 00 OL 0D 00 00 58 53
= Device Infa 0000000RE 52 32 24 00 00 00 19 00 04 00 A5 A5 A5 AS
. = Images > El 04 00 00 2Zé 00 00 00 DB FF FF FF Eé FF
You can d|5p|ay the B CTS (CTS(29800000-30400000 . | FB PP D9 PF FF PF A7 AC AD CD 1E FB FF FP
00000038 Sa 5a Sa JA FF FF FF FF 08 00 00 00 F7 FF
extracted Hex dUmp by »,_.MEU[MEU[ZDDDDDDDQZDUUDU 00000044 | FR PR FF FF FF FR FF FF FF FF FR FF FF FF
L. . | B Memaiy Ranges 00000054 | FFOFF FF FF FF FF FF FF FF FF FF FF FF FF
Cllelng on the IMmage links - Fie Systems 000000GzZ | PR PR PR FF FF FF FF FF FF FF FF FF FF FF
. . . 5 KFATD 00000070 | FF FF FF FF FF FF FF FF FF FF FF FF FF FF
d|5p|ayed in the EXtraCthﬂ S0 Analyzed Data 000n007E | PR FF FF FF FF FF FF FF FF FF FF FF FF FF
] Contacts (193] © | FF FF FF FF FF FF FF FF FF FF FF FF FF FF
= FF FF FF FF FF FF FF FF FF FF FF FF FF FF
LOg area at the bottom of IEEO EMS?![;]SEQES[S] FF FF FF FF FF FF FF FF FF FF FF FF FF FF
i aokmaiks FF FF FF FF FF FF FF FF FF FF FF FF FF FF
the EXtraCUOﬂ Summary =B Data files FF FF FF FF FF FF FF FF FF FF FF FF FF FF
tab & [E] Images (86) FF FF FF FF FF FF FF FF FF FF FF FF FF FF
. @ B Videos (74) FF FF FF FF FF FF FF FF FF FF FF FF FF FF
@03 dudio (39) FF FF FF FF FF FF FF FF FF FF FF FF FF FF
[ Ten FF FF FF FF 58 00 18 31 18 32 18 33 18 34
i 18 35 18 36 18 37 18 38 59 00 59 01 12 56
44| Tags 1z 57 1z 58 12 5% 1z 5a 12 5B 12 5Sc 12 3Sp
{8 Reponts 54 00 5a 01 0¢ 02 Oc 03 Oc 04 O 05 D¢ 06
0c 07 Oc 08 Oc 0% S 00 5B 01 04 3p 04 3F
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[3€] (31 (o) [ Find:
# | Offset Length Comment
€2 Values | [B] Bookmarks S_Highlights |
< m | ¥ |Length: 0x6840000  Offset: (k0 |Selection: 0x0

Figure 31: Browsing the Hex dump
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54 Browsing the File System
The UFED Physical Analyzer has the

# Physical Analyzer

o . File  view Tools Pythen  Plug-ns  Report  Help
ability to reconstruct and display the =TT Yary) a
phone ﬁle SyStem as a tree structure oject Tree "“:«I:\:r‘n: “): Extraction Data X | (TS (CT5(298C0000-30400000) bin; X, 0001.JAR X | - X
=) e Info
= B Images I 0= R A L ~|se s [0
Off0|ders and ﬁles' B c15 (CT5(2980000030200 | [00000on | 50 4B 03 04 14 00 08 00 DB 00 29 7A 77 34
B MCU (MCU(20000000:2200 | | 0000O00E | B0 00 00 00 0O 00 00 00 00 0O 00 00 0% 00
. 5 & Memoy R 0000001C | 04 00 4D 45 S4 41 2D 45 4E 46 2F FE CA 00
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00000036 | 00 00 0O 00 00 50 46 03 04 14 DO 08 00 08
: C| k h - d ‘_M\,\ISA;DFSDB 00000046 | 00 28 A 77 34 00 00 00 00 00 00 00 00 00
ick the icon at every node to ghen 00 00 00 14 00 00 00 4D 45 54 41 2D 49 4E
. X 46 2F 4D 41 4B 49 46 45 53 54 2B 4D 46 65
. . 2 Det 8F 41 OB 82 40 10 85 BF 82 FP 61 BF 05 BE
expaﬂd the tree dISp|ay Undel’ It. [ DRM 66 45 1D BC 95 56 0B 59 82 E4 35 16 1D 6D
= DRMEID AD 76 63 77 3D FB BF SB 4D 24 BA 34 PO EG
&89 EMAL CD F7 B6 25 S5C 60 05 DA DO 1¢ 94 46 29 02
: oA H 5 |32 67 BE BB 24 58 28 BS 2B DL 58 85 85 52
2. Continue drilling down in the (2 |LFsoe 000000 | 54 58 37 8A 98 DE 10 1E A3 30 7 5S¢ 7L Fd
ﬁ| g | . w2 J_FSDB 000000c4 | 00 43 4F FC 09 01 D9 AD CA EE F8 22 17 SE
S dava 00000002 | A0 A8 5D 27 54 €O DD 94 74 DB 76 CC 15 F3
e SyStem tree to exp ore Its [ oo0ico 000000ED | 6F FE 9A 4¢ B2 46 90 1E AE 5B 6D EO A9 49
S 000000EE | 2 DA 36 1D 51 71 DL 25 cC DO DB FE EA 28
content. :_' Esggﬁa 000000FC | B3 9B B3 28 AS 0A DB BC AP 59 7C 3B 8D PA
g 00000104 | FC 37 D7 1B 6F BD B3 7D EB OB 30 D4 SB BZ
[} oooosvs 00000116 | BS SF €1 54 €39 0A 1F B6 83 35 A7 74 D1 ED
When yOU reach a ﬁ|e [ oooo.P 00000126 | 5 ET7 0D 50 4B 07 08 B 60 &% 27 BA 00 00
: : : Esg} E} Hihlahts
. . . . - - [] (3 [$) [4] Fnd:
4. Double click on it to display its | B ¢ o E Coreert
. . . . [} coon.THP
information in the data display B o
[ ooo204D || S2 Values | TH Bookmarks 4 Highights |
area. < o | > Length: 0x2D94E | Offset: 0x0 | Selection: 0x0

The number information tabs
displayed for the file will change Figure 32: File Hex dump display (after double clicking on the file)
according to the file type. For

example, an unknown file may

display only the Hex View and File info tabs, while a jpeg image may display additional Image view and
Meta data tabs. The default view is the Hex view.
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While the Hex dump of an image is displayed in the Data Display area, selecting a file under the file system tree
will highlight the data portion of this file in the Hex dump data. The Highlights list, under the Hex viewer, will
display the data chunks in the Hex dump from which this file is comprised.

¥ Physical Analyzer

CEX

Fle  ¥ew Toos Pythan Plug-ns Report  Help
I PNy 2
- X
230
(= J_FSDB “
ERESRLTY FF FF 00 A
[ ooooico 48 03 04
[ 0000040 00 00 00
[ oooo.JaR 00 4D 45
[ oooosvs gg gg gg
D: 0000. TP 29 1A 77
[ oootico 00 00 14
[ ooo1.JaD 2F 4D 41 | ...META-INF/MA
[EJooon Jzn | 41 0B 82 | NIFEST.MFe.A..
[ 0001 5v5 45 1D BC | @..... a...fB..
[ ooon.TMP |
[5) ooo2ic0 ] 3 [ [£]) Find:
[5) o020 %  Offsel ot E— A
[5) ooz 1 048520E80 0200 AIAVA/D001.JAR !
[ tomico 2 0x652£080 0200 IAVA/0001 JAR
B oo £ AAGAIO 45 vl
[ oo03.04R v
2 > Lenth: 0x6840000 |Offsat: 0x6520E80 | Selection: 0X0

Figure 33: File data display in the extracted Hex dump

Files in the reconstructed file system will display one of the following icons:

EI Existing file found in the file system

B"{ Deleted file data found in the file system




5.5 Browsing the Analyzed Data

The Analyzed Data and Data Files sections of the project tree display data items that were found in the
extracted device data during the analysis process.

The difference between item types grouped under Analyzed Data to those grouped under Data Files is that
Analyzed Data item types are related to phone specific features such as Contacts, SMS Messages, Call Logs, and
other, while Data Files item types are data and media files in common or known file formats, used by devices
and computers, such as image, video, audio, or text files.

5.5.1 Analyzed Data

Double clicking on an Analyzed Data group, will add a data list tab to the Data Display area, listing all items of
this type found in the extracted data.

The structure and content displayed by the list table will vary according to the selected item type:

For the complete list of Analyzed Data item types, see "Analyzed Data” on page 38.

5.5.2 DataFiles

Data files are image, video, audio or text files. Additional data files groups will display according to the Data Files
settings. See "Data Files Settings”on page 102.

Double clicking on any data files group will display the list of the data file items (images, videos, etc.) that were
found in the extracted data.

55



56

For each of the data file types, the table list includes the following fields:

Checkbox Indicates whether to include (checked) or exclude (unchecked) the item in the report
generated.

Del? An icon indicating if the data file was deleted (red “x"%), not deleted (green dot =), or has
an unknown status (gray dot a).

Image A thumbnail of the image or an icon of the file type.

Name The file name.

Path The root path of the data file.

Size The size of file.

Metadata Additional metadata of the data file.

Created The creation time stamp of the data file.

Modified The modification time stamp of the data file.

Accessed The last access time stamp of the data file.

NOTE: Image files can be displayed either in Table view or Thumbnail view, using the two display option
tabs at the top of the files list display pane.

Double clicking on an item record (table row) will add a Hex Viewer tab with the Hex data of the selected file to
the Data Display area.



5.6 Generating Reports

You can generate a summary report of all information found in the physical dump by:

= Selecting Report > Generate Report from the application menu.

= Clicking the Generate Report button in the top right corner of the Welcome tab.

= If a report was not
previously generated,
double clicking on
Reports section in the
Project Tree.

Using any of these
methods will display the
Generate Report dialog,
where you are prompted
to provide the following
information:

= Report For Project - A
list of the currently
opened projects. Select
the project for which
the report will be
generated.

Report For reject; ‘Samsung GSM_SGH-E790

Report Tyoe

{Z] HTML/PDF Report
HTML and POF reports are generated

: :
| |

Fizport For Preject ‘Samsung GSM_SGH-E790

Report Tyze
{z] HTMLIPDF Report
HTML and POF reports are generated

ReportData | Report Settings |

| ReportData | Report Setiings

Report Dataset

SM8 Messages (5)

Image (86)

Additional Fields
CaselFile number Required
| [ |
Department Location

Notes Master

Contacts (499) Audio (33)

Video (74)

Examiner name Required

Report Parameters

>

Logo Header Wil Appear before the logo

% [d]o & B 1

=
>,
>
iii
11
i
R0

Logo Will appear in the report’s cover page

Save to: \ My Reports\Samsung GSM_SGH-E790.2011-01-18.12-19-54 ‘ E]

Cancel

Save to: |My ReportsiSamsung GSM_SGH-E790.2011-01-18.12-19-54 ‘ E]

Cancel

Figure 34: The Generate Report dialog
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= Report Type - The file format of the generated report. Select from: HTML, MS Excel spreadsheet (xlsx), or
XML,

= Report Data:

* Report Dataset - The Analyzed Data and Data Files section that will be included in the report. Only
checked data types will be included in the generated report.

 Additional Fields - Additional useful information fields added by the user in the Additional Report Fields
settings. See "Additional Report Fields”on page 108.

Case/File number, Examiner name, Department, Location, and Notes, are 5 additional default fields, from
which, the Case/File number and Examiner name are set as required fields. You can edit these fields and
change their attributes in the report settings. See “Additional Report Fields”on page 108.

Click on the Settings button to jump directly into the Additional Report Fields settings to edit existing
fields or add more fields. The changes and new fields will be automatically applied to the open Generate
Report dialog when you click Apply or click OK and return to the Generate Report dialog.

Use the Reset button to clear all the information entered in the fields, and set them back to their default
values.

= Report Settings - The logo header, Image, and footer, sections page breaks, PDF generation, and item totals
display settings of the report.

The default contents and options of these settings are set by the Report Defaults setting of the application.
See "Report Defaults”on page 110.
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Click on the Settings button to jump directly into the Report Defaults settings to edit the contents and
options. The changes will be automatically applied to the open Generate Report dialog when you click
Apply or click OK and return to the Generate Report dialog.

Use the Reset button to clear all changes made, and set the contents and options back to their default
values.

= Save to - The path and folder name to which the generated report file will be saved. Click the [ . ] button to
set a different path. The default target folder name will be constructed from the project name and the date
and time it was generated (for example, Samsung GSM_SGH-E790.2011-01-18.12-19-84).

Click Generate to generate the new report.
Note: The Generate button will not be enabled until all the required fields are filled.
When the report generation ends successfully, you will be prompted to open the generated report file. The file

will be opened using the associated application to the file format installed in the workstation.

Once a report has been generated for the project, it can be accessed from the Reports section in the project
tree. Double clicking on any of the generated reports will open it in the associated application installed in the
workstation. Right clicking any of the generated reports will allow you to open the report file or select Open
containing folder to browse the files and folders of the report.
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Chapter 6: Physical Analyzer - Advanced Use

6.1

Using the Advanced Opening Feature

The Open (Advanced) feature enables you to open
projects in advanced mode, where you can specify the
system dumps and parsing options.

Selecting File > Open (Advanced) or clicking the [
button in the application toolbar displays the Open
(Advanced) dialog, enabling you to set the process of
parsing the extracted data for your new project.

The Open (Advanced) dialog enables you to select from
two main project opening methods:

= Select a UFED extraction - Enables you to specify
how to parse the extracted or specified data of a UFED
extraction file (*.ufd).

= Start without a UFD file - Enables you to start a new
project from extracted data or a file system dump that
where not generated by a UFED unit.

* Open (Advanced)

Open (Advanced)
Start a new project while customizing the decoding process.

Select a UFED extraction

(5 Select 2 UFED extraction

Start without a UFD file

Use this option in cas
chip-off or a different tool).

Blank project || (%] Select Device

L
\A} If you've used a UFED unit to extract data from your device, select the UFD file
in the extraction folder.

ase another method was used to extract the data (e.g., a

EEX

Figure 36: The Open (Advanced) dialog
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6.1.1

Advanced Opening of a UFED Extraction File

The standard Open process uses a parsing process set according to the device and manufacturer information
logged in the *.ufd file, or known file formats (*.bin, *.pm, *.ipd, etc.), to parse the data and create a new project.

Using the Select a UFED extraction method enables you to skip the standard Open process, and specify a
custom parsing process, or specify how to parse unknown devices.

To create a new project from UFED extracted data using Open (Advanced):

1.
2.

Click the Select a UFED extraction button.

In the displayed file selection dialog, select the *.ufd
file that will be processed and click OK.

The dialog contents changes to Advanced
Customization and displays the following settings:

= Device - The manufacturer name and model of
the device.

= Selected Chain - The standard device parsing
chain automatically assigned to the device.

= Binary Dumps - The binary dumps images
referenced by the UFD file.

Customize the file open options as described in
sections 6.1.1.1 to 6.1.1.4.

Click Finish.

* Open (Advanced)

Advanced Customization
Customize the current chain and add dumps and file systems.

1 Device
Samsung E790
Selected Chain

| & Samsung E790
| @ switch Device

Binary Dumps

Select binary dumps to use

EEX

& saveur

0 Switch Chain  #* Customize Chain

@) Add Binary Dump

cTs Mcu
\E c\Documents and... | B C\poaments and..
File System Dumps
Add file systems (in a folder or a zip archive)
~ Zip File ~ Folder
|9 seiectFie o QO cuectrie
(cancel ) [ <Back ] [ Finish ]

Figure 37: Advanced opening of a UFED extraction



6.1.1.1 Specifying a Different Device

You can specify an entirely different parsing process of the = Open (Advanced)
extracted data by replacing the selected device. Device Selection

Select the device for your input data.

To select a different device: Select Device
1. Click on the Switch Device button.
2. From the Select Device list, select the desired device.

Use the list of manufacturers on the left to filter the
displayed devices by manufacturer, and the Quick
Filter field to filter the displayed devices.

3. Click Next to return to the Advanced Customization

panel. ‘
6.1.1.2 Changing the Parsing Chain Comes J [ cooo [ or: )
A chainis a set of plug-ins grouped together in a certain Figure 38: Selecting a different device

order, which is used to process the extracted data. Each
device in the supported devices list of the application has
a predefined parsing chain assigned to it.

NOTE: Beside plug-ins, a chain can also include other chains as part of it, which is a simpler way to use a
predefined set of plug-ins within another chain.

For more information about parsing chains and plug-ins, see “Chains”on page 91 and "Plug-ins”on page 97.
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6.1.1.2.1 Selecting a Different Chain

To select a different chain: % Switch Chain
1. Click on Switch Chain. S¥ich Chaks
The Switch Chain dialog opens and displays the
default chain assigned to the device.  sornun 357 0440 [ Samsungsis [ somsnarsos)

NOTE: A device can have several assigned chains, but
only one of them can be set as the default chain.

2. From the chains list, select the desired chain.

Select the manufacturer name under the Current
Device section at the top of the list to display the
chains assigned to devices of the same manufacturer. Figure 39: Selecting a different chain

Under the Chains section of the list:
= Select My Chains to select from the list of custom chins you constructed.
= Select All Chains to select from the list of all predefined device chains.
Use the list of manufacturers on the left to filter the displayed devices by manufacturer.
Use the Quick Filter field to filter the displayed list items.
3. Click Select to return to the Advanced Customization panel.

The default chain will be replaced by the selected chain.
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6.1.1.2.2 Editing the Current Chain

You can open the current chain and edit it to suit your * Samsung E790

needs. Samsung E790 | [ edit Devices (5)

To edit the current chain: ==
Usedouwps:@

1. Click on Customize Chain.

Samsung XSR 04-40

The chain structure dialog of the current chain opens
and displays the chain.

Plugin

2. Toadd acomponent to the chain: —

Plugin

A. Click Add Chain/Plugin. SamsungfSDB

B. From the Component Library, select a
components category - Chains, Plugins, or Devices.

= Device: The entire chain of a specific plug-in.
» Chain: A specific predefined chain. Figure 40: Editing the current chain

= Plugin: A specific plug-ins.
NOTE: Both Device and Chain are added to the chain as a Chain component.

C. Click on the + at the right of the component line to add it.

3. Toremove a component from the chain list, click on the x at the right of the component item, then click
Yes to approve.
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4. Click OK to return to the Advanced Customization panel.
The current chain will be replaced by the customized chain.
6.1.1.2.3 Saving a Customized Chain
After you customize a chain, you can save the changes made to the chain for future use using the Save As or

Save buttons added under the Selected Chain section.

NOTE: the Save button is enabled only for customization done for unlocked user defined chains saved in My
Chains. For more information about user defined chains, see “Managing Chains”on page 91.
To save a customized chain:

1. Click Save (if enabled) to replace the user defined chain with the current one or Save As to save the
current chain as a new chain.

2. Ifyou click Save As, enter a name for the new chain and click Save.

The new chain will be added to the My Chains list of customized chains of the application, and the saved
chain will appear as the Selected Chain.

6.1.1.3 Add a Binary Dump
You can add more binary dump files received from a different source or generated separately to the project.

To add a binary dump, click on Add Binary Bump and select the binary dump file you wish to add. Each binary
dump you add will show up as a separate binary dump component in the Binary Dumps section of the dialog.

To remove a binary dump, click on the |l icon that appears at its top right corner when rolling over it.



6.1.14 Add a File System Dump

You can add a file system dump to the project received either as a ZIP archive or as a folder containing the file
system dump files.

To add a file system dump, click on either the Zip File or Folder buttons and select the ZIP archive or folder you
wish to add.

NOTE: You can add one file system dump. Trying to add more than one will remove the previously added file
system dump, regardless if it's a zip archive or folder.

To remove a file system dump, click on the [#l icon that appears at its top right corner when rolling over it.

6.1.2 Advanced Opening of a non-UFED Extraction File

When you receive binary and file system dumps that were not generated by a UFED unit, or you don't have the
* ufd file that accompanies them, you can use the Open (Advanced) feature to define how to parse them for
the new project.

The Start without a UFD file option provides you with two starting points for your new project:

= Select Device - Enables you to select the specific device definition that will be used to parse the extracted or
specified data. This option is useful when the device manufacturer and model are known to you.

= Blank Project - Provides you with an empty Advanced Customization panel to set your process parameters
and data. This option is useful when you have no information about the device and/or manufacturer, and
would like to construct a custom parsing process.
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6.1.2.1 Starting with Device Selection

To create a new project for an extracted data, based on a known device:

1.
2.

68

4
5
6
7.
8
9

6.

Click the Select Device button.
From the Select Device list, select the desired device.

Use the list of manufacturers on the left to filter the displayed devices by manufacturer, and the Quick
Filter field to filter the displayed devices.

Click Next.

The Advanced Customization panel will display with the name and default parsing chain of the selected
device.

To select a different device, see “Specifying a Different Device” on page 63.

To select a different parsing chain, see “Selecting a Different Chain”on page 64.
To customize the parsing chain, see “Editing the Current Chain” on page 65.

To add binary dumps, see “Add a Binary Dump”on page 66.

To add a file system dump, see "Add a File Systemn Dump”on page 67.

Click Finish.

1.2.2 Starting from a Blank Project
1.
2.

Click the Blank Project button.

To select a device, see “Specifying a Different Device”on page 63.



To select a different parsing chain, see “Selecting a Different Chain”on page 64.
To customize the parsing chain, see “Editing the Current Chain”on page 65.

To add binary dumps, see "Add a Binary Dump”on page 66.

To add a file system dump, see “Add a File Systemn Dump”on page 67.

Click Finish.

N AW

6.1.3 Saving a UFD File

At any point of setting the Open (Advanced) parameters you can click the Save UFD button at the top right
corner of the dialog to save a *.ufd file that logs the selected binary dumps and device information, for future
use.

The next time you need to parse that file you can use the saved UFD file to open it with Open or Open
(Advanced).
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6.2 Hash Verification

70

A hash value is a unique and compact representation of a piece of data, which can be used for integrity
protection due to the fact that it is computationally improbable to find two distinct inputs that hash to the
same value.

Comparing a reference hash value that was generated during the extraction process for each binary dump
against their calculated hash values enables you to verify the integrity of the binary dumps you received.

To verify the hash values:

1. Click the Calculate hashes button in the Extracted = Image Hash Detalls

Data tab of the project.
2. After the hash values were calculated for the project,

C“Ck the ShOW Details bUtton. MD5  7A7BE7CSFD16D610A934261E60293268

SHA256 68AS4EQ7B1657CB36FEA2ERTET1ADEBS7ECF738DBCT3ADECCS93746B3BC01913
The Image Hash Details dialog will display the
comparison result of the reference and calculated nDS | SSSTACOCESAaDITIS
. . . SHA256 EAAB1AF27B480B133D0F2ED47A29E48CA307FOF730EEEE19945A2FE11A3A19FE
hash values of each image. A @ veifes |abel indicates
matching values. A @ eadveification  |abel indicates the

images do not match. Figure 41: The Image Hash Details dialog

Projects without reference hash values will display a No
reference hash information is available for this project
alert in the Image Hash Information section of the Welcome tab.

You can calculate hash values for a project without hash reference values. A Hashes have been calculated for
this project, but no reference data is available message will be displayed in the Image Hash Information
section of the Extracted Data tab.



6.3 Searching for Information in the Hex Dump and Parsed Data

6.3.1 Search Modes

The following search modes enable you to search for
information within the Hex dump:

®» Find - Enables searching for specific parameters such as
strings, bytes, dates and more.

» RegEx (GREP) - Enables searching for strings using
Regular Expressions.

= SMS 7Bit (PDU) - Enables searching after SMS text
strings.

= Pattern - Enables searching for text patterns, in cases in
which the pattern of the text is understood but not the
text itself (mainly used for 7 bit search to locate SMS Figure 42: Find dialog modes
messages).

= Code - Specialized search tool used to find user codes and passwords.

NOTE: The Find modes were built using the Plug-ins architecture. The following find options can be enhanced
and extended by adding new search plug-ins developed either by Cellebrite or by the user.

71



6.3.2 Search Results

i i Hex view |
If the Find All Instances opyon was sglected e e BT
for the search, the results will appearin the 00030110 | 03 D4 DA DO 00 00 00 00 97 56 13 33 00 00 00 00 ]

Search results tab at the analysis information 0530150 | 55 55 30 49 3 0% ba b3 63 03 03 00 17 78 46 32
section (under the Hex view pane). 0

To make it easier to distinguish between

88 ¢1 57 7D EC 00 00 00 EB 00 OO OO OB 00O 0O 00
49 6D 61 67 65 2F 30 2E 70 6E 67 EB 0OC FO 73 E7
E5 92 E2 62 60 60 EQO F5 F4 70 09

the given results of each search performed, N Lo vae ] S
different Text and Background colors can be f- Fomanen. gares/Dovl
set for each search you run. 2 s | sovmar S, Pt B8 semchvemtl] ~
Search results include the following fields: Figure 43: Typical String search results
# The number of results.

Offset The address offset of the data file in the HEX dump.

Length The string length in bytes.

Value The string itself.

Comment

The file name/number and the location of the result in the Hex dump. When empty, the found
data is in the un-allocated area.

Clicking on any of the search results will display the item in the Hex view.

The Find field above the results list filters the search results by searching for specific data within the Find results.
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6.3.3 Strings Search

Searching for strings enables you to locate different

X Find | ReqEx (GREP)| SMS 7Bit (PDU) | Pattem| Code Optiens _
types of data in the Hex dump, e.g. text message, phone = e }D 3
. ngs b Search resuls window: New v
numbers, names or any other type of string data. = e
AsCl 1 byte per character Coo [ |
. . . . . Unicade 2 bytes per character TR
1. While viewing a Hex dump, click on the Find B 75 7t ot o O s U
o] - . Show results comments (ower)
button [{] in the Hex view toolbar.
Seaich parameters
2. Select String from the list at the top of the dialog. T
[] Case sensitive
3. Check the type of text encoding to search for the
given string:
= ASCII.
= UNICODE (mainly for non-Latin characters).

= 7 bits (mainly for SMS text). i ,

Figure 44: String search
Enter the search string in the Term field.
Select the Case sensitive option, if necessary.

Set the Search direction, Search result window, and search colors options.

N oo s

Select Find all instance to display all search results at the end of the process, or deselect to move through
the found items one-by-one during the search (can also be done by pressing F3).

8. Click Find.
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6.34 Bytes Search

Searching for bytes enables you to look for specific
bytes occurrences in the Hex dump. This is especially
useful when the identifying header of a file type or
information you are looking for is known.

For example, the starting Hex bytes of a JPG image are
FF D8 FF. Therefore, the result of searching for FF D8
FF will provide us with the locations of all possible JPG
image headers in the Hex dump.

1. While viewing a Hex dump, click on the Find
button [£2] in the Hex view toolbar.

Select Bytes from the list at the top of the dialog.

Select the Hex option.

S

7. Click Find.
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Find | RegEx (GREP) | SMS 76it (PDU) | Pattem | Cade

Bytes

Name Description
Hex Hex-decimal bytes

Search parameters
) Hes bytes parameters

Bytes [hex]. | FFDBFF

v

Options
Search direction:

Down

Search results window: New

Colors:

Text:

Background:

Find all instances
Show resuls comments (slower)

-Flnd -Eancel

In the Bytes (hex) field enter the Hex value, e.g. FFD8FF.

Figure 45: Bytes search

Set the Search direction, Search result window, and search colors options.

Select Find all instance to display all search results at the end of the process, or deselect to move through
the found items one-by-one during the search (can also be done by pressing F3).



6.3.5 Dates Search

This search method finds a range of dates in the Hex
dump.

1.

7.

While viewing a Hex dump, click on the Find
button [{] in the Hex view toolbar.

Select Dates from the list at the top of the dialog.

Select the desired date format to be used in the
current search (more than one date format can be
selected).

In the Min Date and Max Date fields enter the
required date range.

Set the Search direction, Search result window,
and search colors options.

Find | RiegEx (GREP) | SMS 7Bit (PDU) | Pattern | Code

[Dates

Narme: Description
YYYMMDDHHM... Date search

[] Epochan1, 1980  Date search - MS DOS, 05/2,
[ EpochJan£. 1980 Date search - Qualcomm BRE
[] SMS PDU dates  SMS PDLI dates seaich

Seaich paiemelers
B Dates range parameters

Min date: | 0n/01 I hd
Mas date: [ 13/10/2009 v

Dplions
Seaich diection: [Down

Seaichesulls window: | New

Colors: Text

Background
Find allinslances

Show results comments (<lower)

O = =

Figure 46: Dates search

Select Find all instance to display all search results at the end of the process, or deselect to move through

the found items one-by-one during the search (can also be done by pressing F3).

Click Find.

NOTE: To reduce the number of given results it is advised to set the date range using the Min Date and Max
Date fields.
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6.3.6 SIMICCID Numbers Search

This search method enables you to search for SIM ICCID
. Find | RegEx (GREP) | SMS 7Bit (PDU) | Patter | Code
numbers in the Hex dump. Sauch et bom o)

SiM Y1 | Seachresulswindow. | Hew v|

Options.

Name Description

1. While viewing a Hex dump, click on the Find oo Seachia D e ok |
button [§8] in the Hex view toolbar. Brstmiee U

Show resuls comments (slower)

Select SIM from the list at the top of the dialog.

Search parameters
) Numbers sample configuration

Select the ICCID Search option. Hnber

Allow partial match
Enter the ICCID number.

AR Y

If only part of the number is known, select the
Allow Partial Match option. For example, entering
the number 89972 and selecting this option, will

search for ICCID numbers provided by an Israeli
service provider. Figure 47: SIM ICCID search

6. Set the Search direction, Search result window, and search colors options.

7. Select Find all instance to display all search results at the end of the process, or deselect to move through
the found items one-by-one during the search (can also be done by pressing F3).

8. Click Find.

NOTE: If the Number field is left empty, the search result will include all the numbers that match the ICCID
format.



6.3.7 SMS Numbers Search

This search method enables you to search for SMS
numbers in the Hex dump.

1.

8.

While viewing a Hex dump, click on the Find
button [{] in the Hex view toolbar.

Select Numbers from the list at the top of the
dialog.

Select the SMS PDU numbers option.
In the Number field, enter the search number.

If only part of the number is known, select the
Allow Partial Match option.

Set the Search direction, Search result window,

and search colors options.

Find | RegEx (GREP)| SMS 7Bit (PDU) | Patter | Code

[Mumbers: v

Name Desciiption
Reverse search
SMS PDU rumbers  SMS PDU numbers search

< | &

Seaich paiameters
5 Numbeis sample configuration
Number:

Allow partial malch

Options
Seaich diection: [Down

v

Seaichesulls window: | New v

Colors: Tent -
Background

Find allinslances D

Show results comments [slower)

Figure 48: SMS Numbers search

Select Find all instance to display all search results at the end of the process, or deselect to move through

the found items one-by-one during the search (can also be done by pressing F3).

Click Find.

NOTE: If the Number field is left empty, the search result will include all the numbers that match the SMS
Number format.
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6.3.8 Regular Expression (GREP) Search

This search method enables you to invoke the power of

i 3 . Find | RegEx (GREP] | SMS 78it (POU) | Patiern | Code | Oplions
Search direction: own v
regular expressions (.Reg Ex) in order to look for a specific g oy e }
string structure within the data. . o m
For example, the regular expression Hovtirg [ _ Fodtitaese =
" " Library: Show results comments (slower)
[a-zA-Z0-9. %+-]+@[a-zA-20-9.-]+\. [A-Za-2]{2,4}", T
. - . Email (224709 %+ ]+ @[azA 20
will search your data for all the email addresses that
match the structure <string>@<string>.<2 to 4 letters>.
1. While viewing a Hex dump, click on the Find
button [ in the Hex view toolbar.
2. Select RegEx (GREP) tab.
In the expression field enter the search expression. —
4. Set the Max result length value to filter only Figure 49: GREP search

results that are up to the specified length.
5. Setthe Search direction, Search result window, and search colors options.

6. Select Find all instance to display all search results at the end of the process, or deselect to move through
the found items one-by-one during the search (can also be done by pressing F3).

7. Click Find.

NOTE: The Library list enables you to save the entered regular expression for future use. To save the current
expression, click on the click the Save button [id].



6.3.9 SMS Text Search

This search method enables you to search for SMS text
strings (7bit PDU) in the Hex dump

1. While viewing a Hex dump, click on the Find
button [{] in the Hex view toolbar.

2. Select the SMS 7Bit (PDU) tab.

3. Inthe Text Options section, set the search options
of the text string.

4. Set the search results Text and Background colors.
Click Find.

| Find | RegEx (GREF)| SMS 7B (PDU) | Patiem | Code
Text oplions

Options:

O Lelters ony Ou il
© Numbers only Allow symbols
® Both [ Show low match results

Mirimnal length 11

Type
7Bil 7 Bil Reversed

(@ Advanced

Seaich diection: [Down
[New

Colors: Tex
Background

Find allinslances

Show results comments [slower)

Ol /=

Figure 50: SMS Text search
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6.3.10 Pattern Search

When navigating within a large memory structure, the
Find Pattern tool locates any content that is textual in
nature. A user has broad control over what to include
within the search criteria.

1.

5.
6.

While viewing a Hex dump, click on the Find
button [ in the Hex view toolbar.

Select the Pattern tab.

In the Minimal length and Maximal length fields,
set the pattern length range.

This option enables filtering the results according
to the searched patterns.

Select the type of the patterns (ASCIl and/or 7 Bit).

Set the search results Text and Background colors.

Click Find.

[ Find | RegEx (GREP) | SMS 7Bk (PDU)| Pattem | Code
Text options

Options

Seaich diection: [Down

O Letters only Ou

© Numbers only Allow symbols

@ Both [ Show low match resuls
Minimal length 11

Maximal length 9399

Type

(] ascu 7Bt

(1) Advanced

Is window: [ New
Colors: Test

Background:
Find allinstances

Show resuits comments (slower)

ml

Figure 51: Pattern search

NOTE: Pattern search can be used to locate all possible 7 bit SMS text results. To minimize the number of false
positive results set the Minimal Length value to a higher number.



6.3.11 Code Search

When navigating within a large memory structure, the
Find Code search method can locates user codes and
passwords.

1. While viewing a Hex dump, click on the Find
button [{] in the Hex view toolbar.

2. Select the Code tab.

3. Inthe Minimal length and Maximal length fields,
set the pattern length range.

This option enables filtering the results according
to the searched patterns.

4.  Set the search results Text and Background colors.

5. Click Find.

| Find | RegEx (GREP)| SMS 7Bit (PDU) | Pattem | Code

Teu oplions

Options:

O Lelters ony u il
® Numbes orly

© Both

Minimal length 4

Maimal length 4

Seaich diection: [Down
[New

Colors: Tex
Background

Find allinslances

Show results comments [slower)

Figure 52: Code search
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6.4 Working with Data Files
6.4.1 Accessing Data Files

To access one of the Data Files:

1. Inthe Project Tree, double click on any of the item type groups under Data files. A list view is presented in
the data display area.

NOTE: For images, the data files can be displayed in Table View or Thumbnail View.

2. Todisplay a specific data file, perform one of the following:
= Double click on the file icon in the data display area.
= Double click on the data file name in the Project Tree.

= Right click on the data file name in the Project Tree and select Open.

6.4.2 Data File Pointers
All data files contain pointers to the file system location, so they can be located easily.
To display the pointers, click the (+) sign next to the file name in the Project Tree.

Double clicking the pointer will redirect you to the relevant file in the file system section of the Hex dump.
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6.4.3 Data Display Modes

Each type of data file has several data display modes:

Image files Hex view, Image view, and File Info

Video files Hex view and File Info

Audio files Hex view and File Info

Text files Hex view and File Info

6.4.3.1 HexView
To display the data file Hex dump, click the Hex

. W@ g [0 s V|QFJUSJE|E|EW&

view tab, 00000000 poT:] SD 60 45 78 69 66 00 00 49 2A 00 | ....]1 BExif. . II*.
00000a10 o0 08 00 OF 01 02 00 06 00 00 6E 00 .

. . . 00000020 oo 0z 00 04 00 00 00 4E 39 35 1z 01

For more ]nformat|on about the Hex view tab’ 00000030 oo 00 00 01 00 00 00 1a 01 05 01 00

"Hex Vi b 44 Soo0005a | 06 00 26 04 03 00 D1 00 0O 00 02 00 00 00 13 02

See exView tab’on page . 00000060 oo 00 00 01 00 00 00 69 87 04 01 00

00000a70 o0 00 00 &6 OB 00 00 4B 6F 6B 61 00

00000080 o1 01 00 00 00 2¢ 01 00 00 01 00 00

00000050 oo 05 00 01 00 00 00 96 01 00 9D 82

00000040 oo 00 00 A6 01 00 00 27 88 03 01 00

00000OBE0 o0 00 00 00 90 07 00 04 00 00 30 32

000000c0 30 0z 00 14 00 00 00 AE 01 00 04 90

000A0ADO ils} 00 00 ¢z 01 00 00 01 91 07 04 00

Hex view | Inage view | Meta data | File info|

Comment

Figure 53: Hex view
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6.4.3.2 Image View

To display the image, select the Image
view tab.

The Image view controllers on the left
provides the following functions:

90 O
N D)
> @4 (€<
© Navigation
® Zoomln
©® Zoom Out
L O Zoom Slider
©® Zoom to Fit
P O Reset View
9__;; © Rotate Left
o m O Rotate Right
O+ © Show/Hide
e Controller

Figure 55: The Image view controllers

e View Image view |File Info |

<o)
\

Figure 54:Image view




6.4.3.3 File Info

Click the File Info tab to display information about the
data file.

The File Info list includes the following information
sections:

= FAT - The file system information of the file.

= Date & Time - Created, Modified, and Last Access
time stamps of the data file.

» General - The file Size in bytes and the number
of file system Chunks of which the data file is
comprised.

= Offsets - The offset addresses of the data file in the
HEX dump.

» EXIF - The embedded EXIF information logged by
the camera (if it exists).

* Image Metadata - The general information of the
image (resolution, size and color depth).

ge view File Info |

Header offset
Original size
Data cluster
Short name

= Date & Time
Crealion lime
Madify time
Last access lime

= General
File size
Chunks

= Offsets
Data offset

= EXIF
Make
Model
Orientation
KResolulion
‘YResolution
ResolutionUnit
Software
DaleTime
‘YChCrPositioning
ExposureTime

Fhumber T ——

I
soouIce
Flash
Flashpi¥¥ersion
ColorSpace
Fixel<Dimension
PirelvDimension
CustomRendered
ExpasureMode
WhiteBalance
DigitalZoom atio
SceneCaptureType
SubjectDistanceR ange
= Image Metadata
Camera Make:
Camera Model
Pirel resolution
Resolution

0x006fede0
0x3b209

0718
DSCO00~1.JPG

27/11/2007 17.38:40
27/11/2007 17:38:40
27/11/2007 00.:00:00

242185 Bytes
2

0736200

Sony Ericsson

KE50im

1

72

72

2

R1JDO0T  prgCXC1250791_GENERIC_L 0.0
2000:01:01 0051:39

2
0.125
28 \_/

u
16

960954701,1565125411,2745382407 4086030583
1

1632

1224

0

mMoooo

Sony Ericsson
KE50im
163241224

72472 (Unit: Inch)

Figure 56: Image File Info
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644 Redirecting the Offset

When viewing the Hex data of a file or image you can use the ? ? ? ?
offset redirection section in the Hex View toolbar to move to a |
specific address in the displayed data. ~ E@ EEJ
The offset redirection section includes the following Figure 57: The offset redirection section
components:
© Go To button - Click this button to display the Go To... dialog, where you
can set the offset value (in Decimal or Hex) and set the reference point Dffset From
from where this offset is set (Beginning of file, Current position, or End of T © Beomingotfie
ﬁle) O Decimal &) Hex O Current position

O Endof file

® Offset value field - Enables you to enter the offset value you wish to go
to, or select one of the previously entered values from the list. You can
enter the value in decimal format (20) or Hex value format (0x20). Adding
a"+"or"-"before the value indicated the offset should be calculated from
the current position.

Figure 58: The Go To dialog

© Jump Back button - Uses the value entered/selected in the offset value field to jump to the set offset. For

an offset from current position value (with “+" or"-"), redirects the offset backward (or forward for“-") from
the current offset. For an offset address value (decimal or Hex) redirects the offset to that address.

O Jump Forward button - Uses the value entered/selected in the offset value field to jump to the set offset.

For an offset from current position value (with “+"or *-"), redirects the offset forward (or backward for *-")
from the current offset. For an offset address value (decimal or Hex) redirects the offset to that address.



6.4.5 Bookmarks

The Bookmarks feature is used to define and save specific locations in the hex dump. Bookmarks provide easy
access to locate data segments in the future.

To bookmark a data segment:

1.

In the Hex view, click and drag to highlight the data

segment.

Click on the Add Bookmark button in the Hex view toolbar.

The Add Bookmark dialog is displayed.
In the displayed Add Bookmark dialog:

= Enter a name for the bookmark In the
Description field.

» Set the Background and Text colors of
the bookmark in the Colors section.

Click the OK button.

The new bookmark will be saved and
displayed in the Bookmarks tab at the
bottom of the Hex view.

The marked segment is highlighted in the
chosen colors. Details about the bookmark
appear in the results window.

Add Bookmark

Deseiiption | Poirt 1 | oK

Location Cancel

Address [45418607 Base | Decimal v
Length (97

Colors

- rea []

Figure 59: The Add Bookmark dialog

Hex View |
Hia@L2E |5 |5 o (S & J
FF FF FF FF FF FF FF FF FF FF FF FF 28 A4 | ............ s =
A6 DZ DZ 51 4B 49 49 4B 49 4B 45 25 25 2D | ...QRIIRIRE%%-
25 25 14 %4 94 B4 94 51 49 45 2D 25 14 52 2%..... QIE-%.R
aEoe o

4B

28 AS A4 AZ 596 Ba
D1 45 14 52 53 69 D4 94 52 DZ 51 4B 45 14

.E.R8i..R.OKE.

v

[+ I N=RORT)

Ofiset  Length Description
45418606 98 Point 1

€2 values [ Bookmarks (1) |4 Highlights [15 results]

Figure 60: Bookmarked data segment
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Clicking on any bookmark item in the Bookmarks list will automatically display it in the Hex view

A toolbar at the top of the Bookmarks section provides the following functions:

D Add Bookmark Bookmark the selected data segment

:{? Edit Bookmark Edit the selected bookmark parameters

ﬁ Remove Bookmark Delete the selected bookmark

@ Export to Excel Export the bookmarks list to a Microsoft Excel spreadsheet (* xlsx)
] Exportto CSV Export the bookmarks list to a CSV file

ﬂ Export to HTML Export the bookmarks list to HTML file

E’] Export to XML Export the bookmarks list to XML flie

Each bookmark displays the following information:
= Offset - The address offset of the bookmark paragraph in the HEX dump
= Length - The bookmarked data segment length

= Description - The bookmark name



6.4.6 Values tab

A user can decode the raw data to a variety of
encoding types, which can be expanded in the
Values list. This enables the user to decode the
result of the selected data segment on the fly, in
real time.

1. To access the Values tab, click on Values
tab at the bottom section of the Hex view.

2. Select a data segment in the Hex view.

3. Todisplay the decoded data, scroll to the
desired encoding, then click on the Eicon
next to it to expand the display.

Some encoding options, like 16 Bit, have
sub-encoding types.

NOTE: You can fully expand or collapse all
the encoding types by clicking the ‘25 or [T
buttons.

Hex Yiew |

H 88 M| Rl N = ] ]

0z £ 77 00 éE 00 éc 00 éF 00 é1 00 0L 00 D6 81 |w.n.l.o.a....h. @&

0 00O OO FF FF FF FF FF FF FF 00 00 FF FF | Lee.. oo
13 B 6F

# 8 Bit
+ 16 Bit
# 32 Bit
+ 64 Bit
= Stiings
ASCI 75WPPP0TATII 4077
B Unicode
Litlle endian (I
Big endian (D
1= 7Bit
= Nomal
I'm al work. Please call
1 bits offset dSEP0:PA7YSWA[vpy2PalBES
2 bits offset 1) (EeehfibaZ@oh, 9w BhBE
3 bits offset YTALAt> meésIfIAE <D odE LM
4 bits offset <t aMSvde ARAZAI
5 bits offset REYESHRI7K /L A2WI0WH33Y
6 bits offset 0ZaBisngewfli YKCGRAFCYA
# Reversed
# Date & Time v

TE2 values [E] Bookmarks | %% Highlights (514 results] |

Figure 61: Decoded data segment
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64.7 nghlights tab Wy —

Hex view|

. . . Ha@2® & ~ |l 53 [EIOE]
The nghllghts fUnCtIOI’] presents al’]a'yzed data 44 | 00 0D 0D 00 00 00 00 00 00 00 00 00 00 00 00 | «oooreennenn.. A

00 00 00 00 00 OO0 00 OO0 00 00 00 00 00 FF D8 | vvovvivnnninnnns
FF EO 00 10 4A 46 49 46 00 01 01 00 00 01 00 | ....JFIF....u..
01 00 00 FF DB 00 43 00 10 OB OCc OE OC 0A 10 | ...... Civrnnnnn
OE 0D OE 12 11 10 13 18 28 1A 18 16 16 18 31 | ........ [ i
23 25 1D 28 3A 33 3D 3¢ 39 33 38 37 40 48 5C | #8. (:3=<9387@H\
4E 40 44 57 45 37 38 S50 6D 51 57 SF 62 67 68 | N@DWE7S8PmQW_hgh
67 3E 4D 71 79 70 64 78 5C 65 67 63 FF DB 00 | g*Mgypdx\egc. ..
43 01 11 12 12 18 15 18 2F 1A 1A ZF 63 42 38 | C....... /../cBB
42 63 63 63 63 63 63 63 63 63 63 63 63 63 63 | Becooceooooeoad

locations within the HEX dump. It allows the user
find the exact location(s) of a particular type of
analyzed data in HEX dump.

1. Click Highlight in the Hex window tab bar to

63 63 63 63 63 63 63 63 63 63 63 63 63 63 63 | cecececceceececee
63 63 63 63 63 63 63 63 63 63 63 63 63 63 63 | ceccoceccacaced

access the Highlights window. o
) EEEE |
2. Upon selecting one ofthe analyzed data folders e 4
(e.g. contacts), the location of the selected 5 Besooin e Decingz pol2/ 23
. . . . . . 4 0+5990F00 0%200 Del_Ima2.ipa [4/25]
contacts is listed in the Highlights window. 5 oawmim b0 Deingz pale /20 1
. X . . Qv mfm@ e W r;n;hh;htslzs results]|ﬁ?£ .‘:V_‘:‘-,“_[:::w:“n“ ~
When a ﬁle IS Se|eCted, the H|gh||g htS tab dISp|ayS [ ILength: 0x6840000 |Offset: 0x6711210 | Selection: 0x0
the list of chunks that this file is comprised of. . i
P Figure 62: Highlighted data chunks
6.4.8 Information Frame
The Information Frame automatically appears whenever the mouse Vone@aicom = @ x

cursor is positioned over the displayed information in the Hex view.

Monet@aol.com

The floating information frame displays:

1 KEAT0/UIFM/S ounds/D ownloaded sounds/yournight...

= Links (pointers) to analyzed data items such as files and folders in the

. Figure 63: Info Frame
Project Tree. J

= Search results associated with the pointed data.




6.5 Chains

A chain is a set of plug-ins grouped together, which is used to process the extracted data of a device. Each
device in the supported devices list of the application has a predefined parsing chain assigned to it.

As part of its building blocks, a chain can also include other predefined chains.

6.5.1 Managing Chains
The Chain Manager enables you to:
= Manage and edit existing chains.
= Create new chains.
= Assign chains to devices.

To manage the application chains, select
Plug-ins > Chain Manager or click the Chain
Manager button in the application toolbar.

The Chains section of list on the left enables
you to filter the displayed chains list. Select
My Chains to display only custom chains you
constructed, or All Chains to display a list of all
the predefined chains.

Use the Quick Filter field at the top left of the
window to filter the displayed list of chains.

** Chain Manager

Chain Manager
& New Chain

Binary (run on binary dumps) & emety

BlackBerryIPD &
CelleBrite’s default chain for BlackBerry Devices

y This chain extracts the FAT file systam and does nothing else. y

Figure 64: The Chain Manager window
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To display the chains assigned to a specific device:

1. From the Devices section of the list, * Chain Manager
select: Chain Manager

= All Devices to display a list of all the
predefined devices.

= A manufacturer name to display a list of
the predefined devices of the selected
manufacturer.

Use the Quick Filter field at the top right
of the window to filter the displayed
devices.

2. Double click on a device to display its
chains window.

The chains window of the device will
display at least one chain that was
assigned to it.

Figure 65: Selecting a device chain



6.5.1.1 Constructing a New Chain

To construct a new chain:

1.

In the Chain Manager window or the
chains list of a specific device, click the
New Chain area at the top of the chains
list.

The New Chain window appears.

In the Name field, enter a name for the
new chain.

In the Description field, enter a short
description for the chain (optional).

From the Component Library, select a
components category - Chains, Plugins, or
Devices.

» Device: The entire chain of a specific
plug-in.

= Chain: A specific predefined chain.

= Plugin: A specific plug-ins.

= New Chain

’New Chain

& Binary (run on binary dumps)

& BlackBerryIPD

CelleBrite's default chain for BlackBerry Devices

& FSR Chain

& FSR Chain (CTS)

& Garmin

o Generic FAT
This chain ext

& iPhone

@ PhoneBackup

&* iPhonePhysical

xtracts the FAT file system and

Figure 66: The New Chain window

NOTE: Both Device and Chain are added to the chain as a Chain component.
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Click on the + at the right of the component line to add it.

To remove a component from the chain list, click on the x at the right of the component item, then click
Yes to approve.

To edit the parameters of a plug-in or chain, select it from the chain components list (on the left) and set
the options displayed.

NOTE: To return to the Component Library display and continue adding more plug-ins and chains, click
on Add Chain/Plugin.

When finished, click Save.
The new chain will be add to your My Chains list.

6.5.1.2 Editing an Existing Chain

A chain can be opened and edited to suit your needs.

To edit a existing chain:

1.

oW

Double click on the chain you wish to edit.

Click on Add Chain/Plugin to display the Component Library.

To make the necessary changes, follow steps 4 through 7 of “Constructing a New Chain"on page 93.
When finished, click Save to save the changes or Save As to save the edited chain as a new chain.

If you selected Save As, enter a name for the new chain and click Save.

NOTE: Changes made to factory predefined locked chains can only be saved as a new chain.
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6.5.1.3 Managing Device Chains

6.5.1.3.1 Attaching devices to a chain

To attach devices to a chain:

1.

oW

5
6
7.
8

Double click on the chain to which you would like to attach a device.

Click on the Edit Devices button at the top right of the chain window.

In the Devices For Chain window, click on the Attach Device button.

In The Select Device window, select the device you would like to attach to the chain.
Use the Devices list to display only the devices of a specific manufacturer.

Use the Quick Filter field to filter the displayed devices.

Click Select.

Repeat steps 4 and 5 to add more devices.

When you have finished attaching the devices, click Close.

Click Cancel to close the chain window.

6.5.1.3.2 Setting the Default Device Chain

To set the default chain of a device:

1.
2.

In the Chain Manager window, use the Devices list to locate the device you wish to modify.

Double click on the device to display its chains window.
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3. Ifthe chains list of the device contains more than one chain, click the v at the right edge of a chain to set
it as the default chain of the device.

4. Click Close to close the device chains window.
6.5.1.3.3 Detaching Devices from a Chain
To detach a device from a chain:

1. Double click on the chain from which you wish to detach a device.

2. Click on the Edit Devices button at the top right of the chain window.

3. Click on the x at the right of every device you wish to detach from the chain.
4. Click Close.
5
6.

Click Cancel to close the chain window.

5.14 Removing a Chain
NOTE: Only chains in the My Chains list can be removed.

To remove a chain from My Chains:
1. In the Chain Manager window, select My Chains.
2. If necessary, use the Quick Filter field to filter the chains list.

3. (lick on the x at the right of the chain.
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6.6 Plug-ins

The Plug-ins mechanism is an API that allows users to expand the abilities of the application by adding plug-ins
provided by Cellebrite, or custom tailored plug-ins written using Python.

6.6.1 Managing Plug-ins

The Add/Remove Plugins window enables you to manage the % AddRemove Plugins LEx
i n Sta | | ed pl Ug'| n S Drag a plugin file: into the box to install
Name Author Type YWersion ™
To open the Add/Remove Plugins window, select Plug-ins > e e haben 2o O
Add/Remove Plugins, or click the Add/Remove Plug-ins button Py Eelebrie oo 20
in the application toolbar. BlcBenFOCaends e eelcn 20
BlackBermylPDCallLog Cellebrite Native (CH] 2.0
BlackBermylPDContacts Cellebrite: Native (CH] 2.0
NOTE: To display all the installed plug-ins, including the built- g::;tg;;;g}ﬁggggggfm “"”ff:’ g;E;;;;gg; 2
in plug-ins that cannot be removed, select the Show built-in ! Eelebrie A
H H H BlackBermylPDSMS Cellebrite: Native (CH] 2.0
p|ug_|ns Optlon at the bOttom |eft Ofthe WIﬂdOW BIackBarri\F'DTesk Ea\lebri:a Native[Eﬁ] 20
RlarkRemMessennen Wative (D1 s
Show built-in plug-ins
The Add/Remove Plugins window enables you to perform the

following management tasks: Figure 67: The Plug-in Manager window

= To Install additional plug-ins, drag and drop them into the
Add/Remove Plugins window.

= To extract a copy of an installed plug-in, select the plug-in and click the Extract Plugin button.

» To remove an installed plug-in, select the plug-in and click the Uninstall button.
NOTE: You cannot extract or uninstall a built-in plug-in of the application.
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= To display the plug-in status, double click on the plug-in.

The Plug-in Status dialog will display the status of the plug-in which
can be either signed or unsigned.

A signed plug-in is a plug-in that was approved and signed by
Cellebrite.

6.6.2 Running a Specific Plug-in

The Run Plug-in window enables you to individually run an installed
plug-in on your project.

To open the Run Plug-in window, select Plug-ins > Run Plug-in....

To run a specific plug-in, select it from the list of plug-ins and click Run.

6.6.3 Getting Plug-ins
To get additional plug-ins:

Plug-in Status

Plug-in

“n BlackBerrylPDCallLog 2.0

By Cellebrite

ﬂ This is an internal Cellebrite plugrin.

Plug-in Status

R Plug-in

‘7 Nokia SMS (Experimental) 1.0

By John Doe

5 This plugin is unsigned and should only be used by developers

Figure 68: The Plug-in Status dialog
of a signed and an unsigned plug-ins

1. Using your Cellbrite user name and password, login to the Cellebrite Community website at

community.cellebrite.com.

NOTE: You must first have a registered UFED unit and license (see "Activating the UFED Physical

Extraction Module”on page 4).

2. Getnew or updated plug-ins.
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lome - Windows Internet Explorer

o [ 2] [#2][x] (8 |[2]-

@ - B cellbrite, com

File Edit View Favorites Tools Help

< Favorites EHome

Browse by Category:

% File System

Email

GPS Locations

El O mE [ @ C

[ | G

fi v B) LY e v Page~ Safety~ Took- @+

Welcome to the Cellebrite UFED Community Website

This community site is for sharing and discussing plugins for UFED Physical Analyzer

Fresh Plugins

LUTTETE Browse new and recently updated plugins, be the first to add review! See all &
Device Info
Other
% Popular Plugins seeall
™
& Internet g v W00 v

Figure 69: The Cellebrite community website
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6.7 Using the Python Shell
The built-in Python Shell enables you to run customized analysis using Python commands.

To open the Python Shell window, select Python > Python Shell..., or click the Python Shell button in the
application toolbar.

For detailed examples of how to use Python Shell commands for custom analysis, See “Appendix A: Using
Python in the Physical Analyzer”on page 112.

6.8 Exporting the File System

Exporting the extracted file system saves the entire file system to the
selected location on your computer. Exporting the File System provides

Browse For Folder. @@

Chaoose a root directory,

physical files and folders structure saved in the same hierarchy as the The drectory il e Used to save the phare's fle system
o with its original files hierarchy,
original file system. @ oorior
® (L) My D £
To export the extracted file system: @9 My Coputer
) ) [ % My Network Places
1. From the application menu, select Tools > Dump file system, or # Recytle Bin

click the Dump file system button in the application toolbar.

2. Inthe Browse For Folder dialog, select the target location to
which the extracted file system will be saved. Use the Make New [(makenewFoider | [ ok | [ cancel |

Folder button to create a new folder in the target location.

3. Click OK to export the file system. Figure 70: Exporting the file system
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Chapter 7: General settings
The Settings window provides access to a set of functional and behavioral setup options used to fine-tune and
control the functionality and usability of the UFED Physical Analyzer application.

To access the Settings window, select Tools > Settings or click the Settings shortcut button at the top right of
the Welcome screen.

The main settings categories appear in the column at the left of the window. Click on a category to access and
change its options.

7.1 General Settings o [—
These settings determine the following DoFies ——
general application properties: Hfé ) A L' s dliod e
= Localization - Sets the interface language - b
of the application. fﬁ - e
= Dump - Sets how deleted files are dealt “G |
by the Tools > Dump GPS/Mass Storage A e - s
Device feature. UFO Conpaatin
[ Automatically veify images on project load
» Export - Sets the encoding and separator
of exported CSV files.
ok | [cancel ] [ A

Figure 71: General settings
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)
/7.2 Data Files Settings & | |
General Setlings /&, Projects need to be reloaded to reflect any changes in this section.

The Data Files settings determine the €] e | pusoim | paeunre ___ Sonarn e e pmte
different file and tagging groups under the e ko xmI:T_m?ﬁ?if:;';‘,?“mfa}?:;‘." E:: @;‘d
Data Files and Tags sections of the project -
tree, and the types of files filtered to each ot
group. s
Every data file record in the list consists of mm“ﬁ""“’
the following fields: Fepot el
= Active - Indicates whether to display

(checked) or hide (unchecked) this group

of data files in the project tree. W — [ J - “

0K Cancel Apply
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» Report - Sets the default path to the folder where reports you generate are saved.

= UFD Configuration - Settings used for loading *.ufd files.

= Description - A descriptive name for the . . .
type of data files that will be used as the Figure 72: Data Files settings
group name under the Data files section in the project tree.

= Extensions - The file extensions that will be used to filter the data files of this group.

= Signature filter - The header and/or footer signatures that will be used to filter the data files of this group.

» Tag As - The tag name that will be applied to the data file and will be used to list the files under the Tags

section of the project tree.



7.2.1 Data Files Filtering Methods
The group filtering can be achieved by using one or more of the following methods:
= Signature filter

= Extension filter

7.2.1.1 Signature Filter

A Signature is a definition of the file header % settngs
and/or footer that will be searched, in order &
to detect a file type and associate it with a e e - —
specific Date File group. o ey . e Y
The header and/or footer can be configured el e Hondy | Foom e -
to be in a defined range from the beginning i e b ‘
and end of the file respectively by using the . S——— ‘
offset parameter (see in figure 56).

[ Footer (ends with)
For example, a JPEG image starts with the D ‘
header FF D8 FF and ends with the footer
FF D9. Entering this information in the & e =0 |
Header and Footer fields of the signature WALy ]
(see in figure 56) will create a signature that o e

identifies JPEG images. i ,
Figure 73: JPEG Signature
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7.2.1.2 Extension filter

A list of common file extensions that are associated with file formats that belong to the specific data file group.
For example, the different image file formats can be filtered by the file extensions *jpg, * jpeg, *.gif, *.png or
*bmp.

7.2.2 Managing Data Files Settings

You can add new types of data files, or edit and delete data files of an existing type.

Using the following buttons at the bottom of the list you can:

e UsiBan Change the order of data file types by moving the selected type row up

or down.
@ Add Add a new data file type or signature filter.
Delete Delete the selected data file type or signature filter.
Restore Default  Restore the default settings.
Edit Edit the signature filter.

To add a new data file record:
1. Inthe Data Files settings, click on [@ ] to add a new data file record.
2. Check the Active checkbox to display the added data type in the Data Type section of the project tree.
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3. Inthe Description field, enter file type description.
4. If applicable:

* In the Extensions field, enter the file extensions commonly used by your data file type in the format

un

* xxx, separated by ;"

» In the Signature filter field, click on the (- ] button to add a filtering signatures that identify your data
file type.

5. Inthe Tag As field, select a tag name from the list.
To delete an exiting data file record:

1. Select the Data File row In the Data Files settings.
2. Clickon to delete the selected data file row.
To edit a existing data file record:

1. Select the Data File row in the Data Files settings.

2. Go through the different fields and make the necessary changes.
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7.3 HexViewer Settings

The Hex Viewer setting enables you to
control the display options of Hex dumps & .
B General Setings Show address Base format for selection: | Hex v
to suit personal preference and enhance & o
readability. DasFe e e i P [Coubrlion ICJ
= olor settings
The following setting are available: - ol —
U Background: v Bookmark background: 5
= Show address - Show/Hide the line Mo fermoEa (1 || et s
N E—I Hex text . Highlight background: v
numbers column of the Hex Viewer. RN wies (W || Moo -
. . ftora 'ﬁpml e Separating ines | v File chunk background [ v
= Show ASClII view - Show/Hide the ASCII ] —_— Fi hunk Cr
H H Report Defauks ackaround: v elected file chunk backaround: v
view column of the Hex Viewer. esguect (WM || cesifcnrcongune  [EEE
Text ~|  Selected fle chunk text: [ v
» Draw separation lines - Show/Hide the
separation lines between the address, Hex
data, and ASCII view columns | D

= Display 0x00 and OxFF string data as
space - Set the string data to display both
0x00 and OxFF characters as space instead

un

ofa™

Figure 74: Hex Viewer settings

= Base format for selction - The line numbers format (Decimal, Hex, or Both).
» Font - The font used to display the information.

» Color settings - Set the colors applied to different features of the Hex viewer.
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74 Models Settings
The Models setting enables you to set the

Background and Text color schemes applied b5 -

General Settings

to various types of phone data. ; Tipe o urber
los Background color: v
Text calor. |- v

g

Addtional report fields

Report Defauls

(oK ) [ cancel ][ Apel

Figure 75: Models settings
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7.5 Report Settings

The Report settings enable you to customize several aspects of the generated report.

7.5.1 Additional Report Fields

Optional information is user-defined information presented at the beginning of the report. It usually includes
information about the case, investigator and the organization details.

Every Optional information record consists of the following fields:

Name The name of the &
) () Add New
reportﬁe|d‘ Emﬂsgmms Name Reguired | Type DefauliValue N
. , , L Eves [—
Required Indicates if the field aafies [Baierrame | Bves S | 17 ©
must be filled in order - [epsriment | Dves. [sinolv] | ls ©
[ — T —
to generate the report () - PE— 7 ©
Models
Type The types of entry - H
Strin OI' List Addilinna\jfpnvl fields
E 2
Default value The default content Feser et
that will appear in the
field.
(oK ) [ cancel ][ Apel

Figure 76: Reports - Optional Information settings
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7.5.1.1 Adding a New Report Field
To add a new report field:
1. Click on the (£ above the fields list to add a new report field entry.
In the Name field, enter the field label that will be displayed.
Check the Required checkbox if this field must be filled to generate the report.

HowoN

Use the Type list to specify the type of the new field:

= String for a text entry field where you should type your information
= List for a specified list of options to choose from.

5. Set the default content of the field:

= For a String type field, enter the default string in the Default Value field. For a multiline string, click on
and enter the default string in the Option Editor, then click Save.

= For a List type field, click on & and enter the list items, each item as a separate line, in the Option
Editor, then click Save.

7.5.1.2 Deleting a Report Field
To delete an exiting data file record, click on €3 at the right edge of the field entry to delete report field.

7.5.1.3 Editing a Report Field

To edit an existing report field, go through steps 2 to 5 of Adding a New Report Field and change it to suit your
needs.
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7.5.2 Report Defaults

The Report Defaults settings enables you to
specify the following report options: ety | -
General Settings {] Document v

= Report type - Select the type of report to = o a
display its relevant report option. Y AaBoces ius,  cresmmEs |

o Hex viewer

7.52.1 HTML/PDF Report Settings o

Models

* Logo Header - Text area where you can I o
enter and format custum text that will “d"m"a“:u""a'ds ‘
appear in the report header before the n,,;il;:.w
logo image. —

* Logo - Click on the Select Image File bt g — el
button to add the logo image that will be = s 1 |
added to the report header. Available file ”U _j_
formats are: BMP, JPG, GIF, and PNG. it

E Page after sections Adds a page break after aach saction

* Logo Footer - Text area where you can it ege i . :
enter and format custum text that will 2 T
appear in the report header after the logo B : ‘

. Generate PDF Report
image. vee
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Figure 77: Reports - Report Defaults settings
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= Number of lines for email preview - Sets the maximum number of lines from each email message that will
appear in the report.

= Generate PDF Report - Generates a PDF version of the report in addition to the report file in the selected
report format.

= Show totals for items not in the report - Adds a Total column to the report displaying the total number of
items that were excluded from the report.

7.5.2.2 Excel Report Settings

= Unprintable characters placeholder - Set the placeholder character that will replace the unprintable
characters.

= Email body size limit - Sets the maximum number of lines from each email message that will appear in the
report.
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Appendix A: Using Python in the Physical Analyzer

1.1 Accessing the data store

>>> ds
DataStore for device SAMD500 (3 file systems (3506 nodes), 1398 models)

1.2 File Systems, Files and Directories

1.2.1 Listing the current file systems

>>> for fs in ds.FileSystems:
print fs.Name

KFATO
Samsung MCU
Samsung Linked List
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1.2.2 Get a specific file system by name

>>> fs = ds.FileSystems["KFATO"]
>>> fs

FileSystem 'KFAT@' (712 nodes) [DRM, IMAGES, WAP, dir_vfp_temp, multimedia, @
samsung.ess, SMS, JAVA, SYNCML, @SAMSUNG.ESS, BROWSER, SOUNDS, EMAIL, TEST, USER,
MMS, tfsVersionCode.tfs]

1.2.3 Go over allfiles in a file system (recursively)

>>> fs = ds.FileSystems["KFATO"]
>>> for f in fs.GetAllNodes():
print f.AbsolutePath

/DRM

/DRM/RIGHTS
/DRM/RIGHTS/macrainit.bin
/DRM/RIGHTS/ssc.dat
/DRM/TEMP

/IMAGES
/IMAGES/charging_ani_01.icn
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1.24 Get a specific file by path

>>> f = ds.FileSystems["KFATO"]["/SMS/sms.dat"]
>>> f
File '/SMS/sms.dat' (39600b)

1.25 Print some information about the file

>>> f = ds.FileSystems["KFAT@"]["/SMS/sms.dat"]
>>> f.Name

'sms.dat’

>>> f.Size

39600L

>>> f.AbsolutePath

'/SMS/sms.dat"'

>>> f.Deleted

Data.Files.DeletedState.Intact

>>> f.Parent

Directory '/SMS' (7 children) [sms.dat, aniheader, ANI, imageheader, MELODY,
animation, IMAGE]




1.2.6 Listall files in a directory

>>> for f in ds.FileSystems["KFATO"]["/SMS"]:

print f.Name

sms.dat
aniheader
ANI
imageheader
MELODY
animation
IMAGE

1.2.7 Searching for files with a regular expression

for i in f.Search("/multimedia/.*jpg$"):

print i.AbsolutePath

/multimedia/IMAGES/downloaded
/multimedia/IMAGES/downloaded
/multimedia/IMAGES/downloaded
/multimedia/IMAGES/downloaded

images/62 New - Samsung D500 128x96 1-6.jpg
images/6 LG U8330 94x144 1-5.jpg
images/Vladi_Img3.jpg

images/55 New - SAMSUNG S410i 176x148 2-5.jpg
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1.2.8 Find outif a node is a file or a directory

>>> f = ds.FileSystems["KFATO"]["/SMS/sms.dat"]
>>> if (f.Type == NodeType.File):

print "This is a file"
elif (f.Type == NodeType.Directory):

print "This is a directory"

This is a file

1.29 Reading data from a file

>>> f = ds.FileSystems["KFATO"]["/SMS/sms.dat"]
>>> f.seek(@) # go to the beginning of the file
>>> f.read(50)

u'\x07\x00\x00\x81\x00\x00\x00\x00%\x18\x96\x18\x00\x00\x01\xff\x0b\x81\x00\x90\x96\
XO7P\XTFIO\XFF\XFF\XFF\XFF\Xx00\ X000 \ X \XFF\XFF\XFF\xFf\xff\xff\xa0AaX\x1c\x14\x86\
Xc5AaP\x18\x16"'




1.2.10 Viewing data in a textual hex dump

>>> hexdump(data)

00000000: 0785 6171
00000010: 6171 5018
00000020: 5018 1607
00000030: 1406 8561
00000040: c541 6150
00000050: 6158 1cl4
00000060: 1cl4 86c5
00000070: 86c5 4161
00000080: 00O 00O
00000090: 4245 4546
000000a0: 0000 0100
000000bO: 0000 ffff
000000cO: dd27 3aa8
000000dO: f69b 8e2e
000000ed: 546e 97e5
000000f0: 8740 734
00000100: 65b9 0b44
00000110: ffff ffff
00000120: ffff ffff

>>> data = f.read(300)

5018
1607
8561
7150
1816
0685
4161
581c
0000
0700
ob81
ff
5d2e
cb41
e7b2
9bed
47af
ff
fff

1486
8541
7150
1816
0785
6171
5018
1406
0000
0081
0090
fff
d341
e3f7
7b9c
9a97
e72e
fff
fff

c541
6158
1814
0785
6171
5018
1607
8561
0000
0000
9682
ff5b
7419
1c24
07cl
cb20
8502
fff
fff

6158
1c14
86¢5
4161
5018
1607
8561
7150
dcad
0000
59f1
d3b7
bb2e
9697
e5el
7459
ffff
ffff
ffff

1cl4
86¢5
4161
581c
1486
8541
7150
1816
4445
2418
fff
3cod
6697
dded
313d
0e62
fff
fff
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1.2.11 Creating a new file (without data)
>>> new_file = Node("new_file.dat", NodeType.File)
>>> new_file.Deleted = DeletedState.Deleted # mark this file as deleted
>>> fs["/SMS"].Children.Add(new_file) # add to a directory
>>>
>>> # list the files to see if it’s there
>>> for i in fs["/SMS"]:
print i.Name
sms.dat
aniheader
ANI
imageheader
MELODY
animation
IMAGE
new_file.dat < new file exists in the directory
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1.2.12 Creating a new file from chunks

(Read more about chunks in the architecture section)

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

# get the sms.dat file out

sms_dat = ds.FileSystems["KFATO"]["/sms/sms.dat"]

# first let’s create the MemoryRange with chunks from the sms.dat file
chunks = []

chunks.append(Chunk(sms_dat.Data, @, 1024)) # take the first KB
chunks.append(Chunk(sms_dat.Data, 5000, 1024)) # take 1KB from offset 5000
chunks.append(EmptyChunk(1000)) # add 1000 zero bytes

new_file.Data = MemoryRange(chunks) # set the file’s data
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1.3 Memory Ranges

1.3.1 Accessing the project’s Memory Ranges

>>> ds.MemoryRanges
MemoryRangeCollection (3 items) ['MCU', 'CTS', 'CTS Remapped (XSR)']
>>> for m in ds.MemoryRanges.All:
print m.Name
MCU
CTS
CTS Remapped (XSR)
>>> cts = ds.MemoryRanges[ 'CTS']
>>> cts
MemoryNode 'CTS' (69206016b in 1 chunks), 1 child
>>> cts.Length
69206016L
>>> cts.LengthMB # length in megabytes
66.0
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1.3.2 Reading data from a Memory Range

This is done the same way as reading data from a file. file.Data is a MemoryRange object.

>>> mr = ds.MemoryRanges["CTS"]
>>> mr.seek(@) # go to the beginning of the data
>>> mr.read(50)

u'd\x00\x00\x00\x0f\x00\x00\x00\x01\x00\x00\x00XSR1\x00\x00\x00\x00\x00\x00\x00\x00\
xa5\xa5\xa5\xa5\x08\x08\x00\x00\x01\x00\x00\x00 \ X \Xff \XxFf\xff\xff\xff\xff\xff\xfe\
xFf\xff\xff\xa7\xac'

1.3.3 Creating a new MemoryRange and adding to the project

A MemoryNode is a MemoryRange with a name and children. It can therefore exist in the Memory Ranges
section of the project. To add a MemoryRange to a project, you must first create a MemoryNode from it.

>>> mr = MemoryRange(chunks)
>>> mn = MemoryNode("MyNode", mr)
>>> ds.MemoryRanges.Add(mn)

You can also create a MemoryNode directly with a name and a list of chunks:

>>> mn = MemoryNode("MyNode", chunks)
>>> ds.MemoryRanges.Add(mn)
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Creating file data from MemoryNodes or MemoryRanges works the same as creating file data from other files.

>>> # get our memoryrange out

>>> cts = ds.MemoryRanges|["CTS"]

>>> chunks = []

>>> chunks.append(Chunk(cts, 1048576, 65536)) # take 64k from offset 1MB
>>> chunks.append(Chunk(cts, Ox18E0000, 32)) # take 32 bytes from Ox18EQ0OO
>>>

>>> new_file.Data = MemoryRange(chunks) # set the file’s data

A shorthand for getting just part of a MemoryRange into a new MemoryRange is GetSubRange():

>>> second_kb = original.GetSubRange(1024, 1024) # (offset, length)
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14 Models

The Physical Analyzer application introduces the concept of Models. SMS messages, Calls, Contacts and the
like are all models. All the models are based on the same logic, so what works for SMS messages works also for
Contacts and Calls. Also, in the future it will be possible to add new user-defined models.

14.1 Accessing the Model Store

>>> ds.Models
ModelStore {Call: <3 items>, Contact: <1285 items>, SMS: <192 items>}

14.2 Counting the amount of SMSes

>>> ds.Models[SMS].Count
192

143 Print some details about an SMS

>>> s = ds.Models[SMS][Q]
>>> s

SMS {Status: Field(Default), To: Field(©0096970059), Folder: Field(Drafts), Message:
Field(This is a text message)}
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144 Printthe SMS “Message” Field for all SMSes

>>> for i in ds.Models[SMS]:
print i.Message.Value

I'm at home. Please call

I'm at work. Please call

I'm in a meeting, call me later at
Meeting is canceled.

I am late. I will be there at

See you in

See you at

Sorry, I can't help you on this.

I will be arriving at
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1.4.5

Create a new SMS message

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

wn

= SMS()
.Parties.Add(Party("341414141", PartyRole.From)) # add a “from” party

0n

# multiple parties are possible, so we use Add
s.Parties.Add(Party("234646335", PartyRole.To)) # add a “to” party

# When we aren’t sure about from/to, we add a “general” party
s.Parties.Add(Party("353753536"))

s.Body.Value
s.SMSC.Value

"Example text"
"238423842"

s.Deleted = DeletedState.Deleted # set this SMS as deleted
ds.Models.Add(s)

Creating a new Call or a new Contact is similar, but the fields (marked in pink) are different.
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146 Using AddRange to add models quickly

When adding a large amount of models to a project, it is much more efficient to use the AddRange method.

>>> smses = create_many_smses()

>>> len(smses)

1356

>>> # Now we’ll add all the SMSes at once
>>> ds.Models.AddRange(smses)

147 Create a new Call

>>> ¢ = Call()

>>> c.Party.Value = "©3453552234"

>>> c.Type.Value = CallType.Outgoing

>>> # There’s also TimeStamp and Duration
>>>

>>> ds.Models.Add(c)




14.8 Create a new Contact

>>> n = Contact()

>>> n.Name.Value = "Jack Johanson"

>>> n.Entries.Add(PhoneNumber("123123", "Home")) # Home is the category
>>> n.Entries.Add(EmailAddress("jack@example.com”, "Office"))

>>> # Mark as deleted

>>> n.Deleted = DeletedState.Deleted

>>>

>>> ds.Models.Add(n)

127



149 Create a new Email
>>> e = Email() # MMS messages have the same fields, just create an MMS object
>>> e.From.Value = "Alfred Vogel <alfred@vogel.com>"
>>> e.To.Add("jim@jimmers.com") # Multiple To, Cc and Bcc are possible
>>> e.To.Add("jamest@abc.com")
>>> e.Cc.Add("thomasr@abc.com")
>>> e.Bcc.Add("contact@more.com")
>>>
>>> e.Subject.Value = "An Important Email from Alfred"
>>> e.Body.Value = "You’re invited to Alfred’s party! "
>>>
>>> e.Priority.Value = MailPriority.High
>>>
>>> # set the timestamp to Feb 1, 2009 at 10:50:30 AM
>>> e.TimeStamp.Value = TimeStamp(DateTime(2009, 2, 1, 10, 50, 30))
>>>
>>> ds.Models.Add(e)
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1.4.10 Create a new MMS Message

MMS messages are very similar to e-mails. Therefore, to make things easier, e-mails and MMS behave the same
way in the PA world. Just create an MMS () object instead of an Email () object, and fill in the fields in the same

way.
1.4.11 Add an Attachment to an Email (or MMS)
>>> a = Attachment()
>>> a.Filename.Value = "coolimage.jpg"
>>> a.ContentType.Value = "image/jpg"
>>> a.Data.Source = MemoryRange(...)
>>> # you can also use a file’s data by using this syntax:
>>> a.Data.Source = your_file.Data
>>> # another trick is using GetSubRange() to quickly get only part of a file
>>> a.Data.Source = your_file.Data.GetSubRange(your_offset, your_length)
>>>
>>> your_email or_mms.Attachments.Add(a) # add the attachment
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14.12 Create a new Location

A Location is a GPS coordinate with added information such as the street address, timestamp and others.

>>> loc = Location()

>>> loc.Position.Value = Coordinate(34.556, 20.450534) # lat, long
>>> loc.RoadPosition.Value = Coordinate(34.558, 20.451)

>>> addr = StreetAddress()

>>> addr.City.Value = "Paris"

>>> addr.Country.Value = "France"

>>> loc.Address.Value = addr

>>> loc.Name.Value = "My House"
>>> loc.Description.Value = "In the middle of the street”
>>>

>>> ds.Models.Add(loc)
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1.4.13 Create a new Journey

A Journey is a name for a list of Locations, with some added information about the entire trip. This model is
useful for trip logs or track logs as they are saved in some GPS devices.

>>>
>>>
>>>
>>>
>>>
>>>
>>>
>>>

j = Journey()

j.WayPoints.Add(loc) # loc is a Location object
j.WayPoints.Add(loc2)

j.WayPoints.Add(loc3)

j.WayPoints.Add(loc4)

j.Name.Value = "Trip #47"

ds.Models.Add(7)

1.4.14 Create a new Instant Message

>>>
>>>
>>>
>>>
>>>
>>>
>>>

= InstantMessage()

.From.Value = "PersonA"
.To.Add("PersonB")

.To.Add("PersonC")

.Body.Value = "Hi B and C! What’s up?"

S 3 3 83 =

ds.Models.Add(m)
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14.15 Create a new Chat

Chats, much like Journeys for Locations, are an aggregation of instant messages, with some added metadata
about the conversation itself. Chats are an effective way of storing a list of messages belonging to the same
conversation

>>> ¢ = Chat()

>>> c.Messages.Add(msg) # msg is an InstantMessage object

>>> c.Messages.Add(msg2)

>>> c.StartTime.Value = TimeStamp(DateTime(2009, 10, 3, 10, 45, 12))
>>> c.lastActivity.Value = TimeStamp(DateTime(2009, 10, 3, 11, 15, 32))
>>> c.Participants.Value = "PersonA, PersonB, PersonC"

>>>

>>> ds.Models.Add(c)
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14.16 Create a new Calendar Entry

CalendarEntry models have many fields. Therefore, only a partial example is given below.

>>> ¢ = CalendarEntry()

>>> c.Details.Value = "Important meeting!"

>>> # More fields like Details are Category, Subject and Location
>>> ¢

>>> #

>>>

>>> ds.Models.Add(c)

.StartDate.Value = TimeStamp(DateTime(2010, 9, 10, 15, 40, 0))
More date fields are EndDate and Reminder

14.17 Create a new Note

>>> n = Note()

>>> n.Title.Value = "Note to self"

>>> n.Body.Value = "I’°m awesome!"

>>> n.Summary.Value = "Summarily, I’m awesome!"

>>> n.Creation.Value = TimeStamp(DateTime(2010, 9, 10, 15, 40, 0))

>>> n.Modification.Value = TimeStamp(DateTime(2010, 9, 10, 15, 40, 0))
>>>

>>> ds.Models.Add(n)
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14.18 Create a new Bluetooth Device

>>>
>>>
>>>
>>>
>>>
>>>

d = BluetoothDevice()

d.Name.Value = "Gilad’s iPhone"
d.MACAddress.Value = "00:01:34:55:66:77"
d.Info.Value = "An awesome iPhone"

ds.Models.Add(d)







misira

cellebrite

www.McSira.com

info@McSira.com




	UFED_PA_Userguide.pdf
	UFED_PA_user_guid
	UFED_PA_user_guide.pdf
	Chapter 1: Introduction
	1.1	Overview
	1.2	Physical Memory Extraction
	1.3	Data Analysis

	Chapter 2: Installation and Activation
	2.1	Introduction
	2.2	Activating the UFED Physical Extraction Module
	2.2.1	Renewing the UFED Physical Extraction Module License
	2.2.2	UFED Software Upgrade

	2.3	Installing the UFED Physical Analyzer Application
	2.3.1	System Requirements
	2.3.2	Software Installation

	2.4	Activating the Physical Analyzer application
	2.4.1	Using an Activation Code
	2.4.2	Using a Hardware License Key

	2.5	Deactivating a UFED Physical Analyzer License

	Chapter 3: Performing Data Extraction
	3.1	Performing a Physical Dump
	3.1.1	Using Removable Media
	3.1.2	Extracting Data Directly to Your PC

	3.2	Extracting the File System
	3.3	Extracting Passwords

	Chapter 4: Overview of UFED Physical Analyzer Application
	4.1	Introduction
	4.2	Launching UFED Physical Analyzer Application
	4.3	Application Structure Overview
	4.3.1	Application Menu
	4.3.2	Application Toolbar
	4.3.3	Project Tree Area
	4.3.4	Data Display Area


	Chapter 5: Physical Analyzer - Basic Use
	5.1	Opening File for Analysis
	5.2	Searching for Information in the Project
	5.2.1	The Quick Results List
	5.2.2	The Results Tab

	5.3	Browsing the Hex Dump
	5.4	Browsing the File System
	5.5	Browsing the Analyzed Data
	5.5.1	Analyzed Data
	5.5.2	Data Files

	5.6	Generating Reports

	Chapter 6: Physical Analyzer - Advanced Use
	6.1	Using the Advanced Opening Feature
	6.1.1	Advanced Opening of a UFED Extraction File
	6.1.2	Advanced Opening of a non-UFED Extraction File
	6.1.3	Saving a UFD File

	6.2	Hash Verification
	6.3	Searching for Information in the Hex Dump and Parsed Data
	6.3.1	Search Modes
	6.3.2	Search Results
	6.3.3	Strings Search
	6.3.4	Bytes Search
	6.3.5	Dates Search
	6.3.6	SIM ICCID Numbers Search
	6.3.7	SMS Numbers Search
	6.3.8	Regular Expression (GREP) Search
	6.3.9	SMS Text Search
	6.3.10	Pattern Search
	6.3.11	Code Search

	6.4	Working with Data Files
	6.4.1	Accessing Data Files
	6.4.2	Data File Pointers
	6.4.3	Data Display Modes
	6.4.4	Redirecting the Offset
	6.4.5	Bookmarks
	6.4.6	Values tab
	6.4.7	Highlights tab
	6.4.8	Information Frame

	6.5	Chains
	6.5.1	Managing Chains

	6.6	Plug-ins
	6.6.1	Managing Plug-ins
	6.6.2	Running a Specific Plug-in
	6.6.3	Getting Plug-ins

	6.7	Using the Python Shell
	6.8	Exporting the File System

	Chapter 7: General settings
	7.1	General Settings
	7.2	Data Files Settings
	7.2.1	Data Files Filtering Methods
	7.2.2	Managing Data Files Settings

	7.3	Hex Viewer Settings
	7.4	Models Settings
	7.5	Report Settings
	7.5.1	Additional Report Fields
	7.5.2	Report Defaults


	Appendix A: Using Python in the Physical Analyzer
	1.1	Accessing the data store
	1.2	File Systems, Files and Directories
	1.2.1	Listing the current file systems
	1.2.2	Get a specific file system by name
	1.2.3	Go over all files in a file system (recursively)
	1.2.4	Get a specific file by path
	1.2.5	Print some information about the file
	1.2.6	List all files in a directory
	1.2.7	Searching for files with a regular expression
	1.2.8	Find out if a node is a file or a directory
	1.2.9	Reading data from a file
	1.2.10	Viewing data in a textual hex dump
	1.2.11	Creating a new file (without data)
	1.2.12	Creating a new file from chunks

	1.3	Memory Ranges
	1.3.1	Accessing the project’s Memory Ranges
	1.3.2	Reading data from a Memory Range
	1.3.3	Creating a new MemoryRange and adding to the project

	1.4	Models
	1.4.1	Accessing the Model Store
	1.4.2	Counting the amount of SMSes
	1.4.3	Print some details about an SMS
	1.4.4	Print the SMS “Message” Field for all SMSes
	1.4.5	Create a new SMS message
	1.4.6	Using AddRange to add models quickly
	1.4.7	Create a new Call
	1.4.8	Create a new Contact
	1.4.9	Create a new Email
	1.4.10	Create a new MMS Message
	1.4.11	Add an Attachment to an Email (or MMS)
	1.4.12	Create a new Location
	1.4.13	Create a new Journey
	1.4.14	Create a new Instant Message
	1.4.15	Create a new Chat
	1.4.16	Create a new Calendar Entry
	1.4.17	Create a new Note
	1.4.18	Create a new Bluetooth Device




	PA_Userguide



